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ESTIMATION COMPUTATIONAL MODELS
OF THE CYBER-PHYSICAL SYSTEMS FUNCTIONING
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Abstract. This paper reviews the use of computational models to support the func-
tioning of cyber-physical systems (CPS) in the parallel world of the Internet of
Things (IoT). Existing models, methods, techniques and their implementation in this
direction are studied. The necessity of using machine learning methods due to inac-
curacy, fuzziness, incompleteness of the transmitted data from sensors of physical
systems is substantiated. The task is to make informed decisions in a timely manner
to support the functioning of real objects of a particular cyber-physical system in re-
al time conditions.

Keywords: cyber-physical systems, the Internet of Things, system methodology,
machine learning, computer systems, sensors.

INTRODUCTION

A cyber-physical system (CPS) is a complex distributed system, managed and
controlled by computer systems, tightly integrated with the Internet and its users.
The main principle of the CPS is a deep relationship between its physical and
computational elements to make decisions regarding the maintenance of the func-
tioning of real objects.

The cyber-physical system was proposed for the study of complex systems
consisting of various heterogeneous natural objects, artificial systems, controllers
and distributed computing systems, including embedded real-time systems,
automated control systems for technical processes and objects, wireless sensor
networks, combined into a single whole [1]. The technological basis of CPS is the
Internet of Things (IoT), which is the “brain” of a system in the form of artificial
intelligence and other technologies for analysis, processing of data received from
sensors in the real world [2].

The Internet of things becomes a modern tool that includes several stages of
interaction with physical systems: collecting data from a specific physical system,
bringing this information to the required format, performing calculations based on
models, methods and techniques that allow you to make decisions based on in-
formation, obtained from physical models. In CPS, it becomes a fundamentally
new fact that not only close communication and coordination between computa-
tional and physical resources must be ensured, but also the ability to effectively
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respond to emerging cyber-physical effects due to the interaction of physical ob-
jects and computational processes, and the ability to make adjustments to ensure
the survivability of the functioning of physical systems.

Recently, the Internet of things has become quite popular due to its potential
ability to be integrated into any complex system. So, on the market you can
already find many ready-made software products, such as Blynk [3], Fracttal [4],
PRG Network Monitor [5], IoT Analytics [6] etc. Even Google offers its Google
Cloud IoT [7] solution on the market. Also, there are companies that offer their
services to create products for IoT of the customer systems [8]. But most of them
are only ready-made tools and algorithms for the field of study in question for
collecting and processing information, and can offer customers forecasting and
decision making support in the subject area. However, IoT involves the
autonomous functioning and management of the system in cases of detecting
threats of emergency situations. For example, according to the article [9] IoT is
described as a network of connected embedded objects or devices with identifiers
where control can occur without human intervention.

REVIEW OF IOT APPLICATION

The future of IoT is being determined. IoT provides decision-making options in
all sectors, including manufacturing, fashion, restaurant, healthcare, education, etc.

IoT applications have already appeared in many aspects of the smart city. In
the process of developing such applications, conflicting goals specific to the se-
lected city are determined and their performance indicators are taken into account.
For example, the government of Amsterdam is investing its financial resources in
reducing transport, energy efficiency and improving the city safety [10], sensor
technologies are implemented into new bus network in Barcelona [11], and Santa
Cruz police use IoT technology to maximize their presence in the most criminal
areas [12]. The Government of India has announced 100 cities that can be devel-
oped as “smart cities”, and also allocated 7,060 crore in the budget for 2015 [13].

Another equally common example of the use of the Internet of Things is the
creation of a smart home. Smart home systems have gained great popularity in
recent decades because they increase comfort and quality of life by making home
appliances more intelligent, remotely controlled and interconnected. But it is also
important that one of the basic functions of the system — the creation of thief
warning technology, is developed in accordance with the environment and culture
of the country [14, 15, 16].

The versatility of IoT makes it an attractive option for so many businesses,
organizations and government agencies so there is no doubt about using this.
However, organizations face many challenges when integrating IoT devices into
outdated ecosystems. So, when the IoT is implemented, all devices work simulta-
neously and the question of data collection and its potential problems arises. [oT
works through remote sensors that can make enterprise privacy public [17]. And a
separate issue is the big risk of hacking company data on IoT devices. Therefore
the Internet of Things is part of Industry 4.0’s modern strategy, which connects
information systems and big data to form a single digital device [18]. As part of
this strategy, modern researchers are developing various frameworks for IoT sys-
tems management solutions [19, 20, 21].
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For example, in article [22], the authors propose an IoT infrastructure that
focuses on security and reducing complexity, regardless of industry. While
researchers of the Department of Technology Management developed an loT
framework to monitor all the conditions and results of smart agriculture in
Thailand, which also accompanies developers in improving various processes in
the industry [23].

Other scientists from Lancaster University are exploring the challenges of
the widespread service-oriented architecture (SOA) of IoT software, such as
integration, scaling and sustainability in [oT systems [24]. The development of
frameworks in IoT has become so popular that companies even rank the highest
quality solutions [25, 26] .

Smart city, smart homes, pollution control, energy saving, smart
transportation, smart industries — modern development due to the Internet of
things. Many important studies have been conducted to improve technology using
IoT. However, there are still many problems that need to be solved in order to
fully realize the potential of loT. The main ones that most scientists put emphasis
on can be determined by the following list:

e security and privacy issues related to threats, cyber-attacks, risks and vul-
nerabilities;

e compatibility issues that arise due to the heterogeneous nature of the vari-
ous technologies and solutions used to develop [oT;

e cthics, law and regulatory rights to comply with quality standards and
prevent illegal use of people;

e scalability, availability and reliability to support a large number of de-
vices with different memory, processing, storage capacity and bandwidth;

e compliance with quality of service (QoS) standards.

It means that improving existing solutions in the above areas can improve
the quality and safety of human life at the highest possible level for loT systems [27].

APPLICATION OF MACHINE LEARNING METHODS

Despite great progress, developing loT applications is still a complex and time-
consuming task. Basically, there are 5 main stages of developing such solutions
[28-31] (Figure).

A r Business layer ‘ Business model ‘ |
Application laycr ‘ Smart applications ‘ 1
Processing leyer ‘ Decision making 1
Transport leyer ‘Sccurc transmission

v ’ Perception leyer ‘ Physical objects 1

Architecture of IoT
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1. Perception stage is the physical layer that is responsible for collecting en-
vironmental information. It defines some physical parameters or identifies other
intelligent objects in the environment.

2. The transport phase transfers sensor data from the perception level to the
processing level and vice versa through networks such as wireless networks, 3G,
LAN, Bluetooth, RFID and NFC.

3. The processing layer stores, analyzes and processes huge volumes of data
(Big Data) coming from the transport layer, using technologies such as databases
and cloud computing.

4. The application layer is responsible for providing the user with applica-
tion-specific services. It identifies various applications where the Internet of
Things can be deployed, such as smart homes, smart cities, and smart health.

5. The business layer manages the entire IoT system, including applications,
business models and profit models, as well as user privacy.

In this study, we consider 3—4 steps, which involve processing the data re-
ceived and supporting timely decision making.

The existing IoT network architecture allows you to extract, convert, delete
and consolidate structured data from existing databases and unstructured data
from sensors, various transmitting devices. Such data is analyzed using software
services that run on a virtual machine for advanced analysis using various ma-
chine learning (ML) methods. Most aspects such as managing a smart city, home
or business, forecasting water demand, or detecting anomalies are solved directly
using ML methods [32, 33].

It is also necessary to consider the issue of processing a large amount of data
generated by the IoT system, especially possible approaches to creating state con-
trol algorithms that can operate on client devices or nodes with low computational
performance [34]. However, in each specific case, in order to create real systems,
it is necessary to analyze the most effective algorithms for forming a fuzzy
knowledge base and draw fuzzy inference, as well as pre-train systems during the
formation of a fuzzy knowledge base and when choosing algorithms for fuzzy
inference [35].

An additional problem that we face in the process of studying existing loT
applications is the lack of formalization of the methods described in materials
available for research. The main part of the works mentioned above offers only
descriptive materials of architecture, selected methods and obtained application
results.

CONCLUSION

Based on the above review of the development and application of 10T, in this pa-
per, it is proposed to use the IoT concept where, in real-time, data obtained from
physical systems will come to a parallel world and a decision will be formed in a
timely manner to ensure the survivability of their functioning based on the analy-
sis and processing of these data. A feature of the application of ML methods in
IoT systems is that these methods must control the operation of devices or form
decisions on the behavior of the system in emergency and critical situations. In
other words, they must accompany the work of physical systems in real time.
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As an example of the implementation of the system strategy of guaranteed
survivability of the functioning of the system, it is proposed to consider a real
closed deep water supply system [36]. The main purpose of the system is to
provide the indicated level of water consumption for consumers, provided that the
priority is the cooling process of an environmentally hazardous technological
installation.

In order to achieve the goal of timely identification of the causes of
potentially possible emergency situations and to ensure the survivability of its
operation in real time, monitoring is carried out in the form of technical
diagnostics and indicators are taken at key points in the water supply system,
which are transmitted to the IoT to develop a solution to support the functioning
of the system. It is assumed that the implementation of a water management
system can be accomplished by using hybrid neural networks, which is planned to
be presented in further works.
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