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DATA SCRAMBLER KNIGHT TOUR ALGORITHM

V.V. ROMANUKE, S.A. YAREMKO, O.M. KUZMINA, H.A. YEHOSHYNA

Abstract. Nowadays, data scrambling remains a vital technique to protect sensitive
information by shuffling it in a way that makes it difficult to decipher or reverse-
engineer while still maintaining its usability for legitimate purposes. As manipulat-
ing the usability of the scrambled data remains a challenge on the background of
risking losing data and getting them re-identified by attackers, scrambling and de-
scrambling should be accomplished faster by not increasing data loss and re-
identification risks. A scrambling algorithm must have a linear time complexity, still
shuffling the data to minimize the risks further. A promising approach is based on
the knight open tour problem, whose solutions appear like a random series of knight
positions. Hence, a knight open tour algorithm is formalized, by which the knight
seems to move chaotically across the chessboard. The formalization is presented as
an indented pseudocode to implement it efficiently, whichever programming lan-
guage is used. The output is a square matrix representing the knight open tour.
Based on the knight tour matrix, data scrambler and descrambler algorithms are pre-
sented in the same manner. The algorithms have a linear time complexity. The
knight-tour scrambling has a sufficiently low guess probability if an appropriate
depth of scrambling is used, where the data is re-scrambled repetitively. The scram-
bling depth is determined by repetitive application of the chessboard matrix, whose
size usually increases as the scrambling is deepened. Compared to the pseudoran-
dom shuffling of the data along with storing the shuffled indices, the knight-tour de-
scrambling key is stored and sent far simpler yet ensures proper data security.

Keywords: data scrambling, knight open tour problem, linear time complexity,
guess probability, scrambling depth.

INTRODUCTION

Data scrambling, also known as data obfuscation or data anonymization, is a
technique used to protect sensitive information by altering or shuffling it in a way
that makes it difficult to decipher or reverse-engineer while still maintaining its
usability for legitimate purposes [1; 2]. Data scrambling is an essential component
of data protection strategies, helping organizations safeguard sensitive informa-
tion while still benefiting from its utility [3; 4]. Scrambling is similar to encryp-
tion and ciphering, but these techniques differ in their fundamental approaches
and purposes [5; 6].

Scrambling is a data protection technique that aims to balance data privacy
with usability by partially obscuring data, making it reversible in most cases [7].
Encryption, on the other hand, focuses on data confidentiality by converting it
into ciphertext, which is typically not usable without decryption [8]. Ciphering is
a broader term that encompasses both scrambling and encryption, as it refers to
the process of transforming data to protect its confidentiality or privacy [9]. While
scrambling may involve various transformations, such as shuffling, substitution,
or masking, to make the data less readable [10], encryption is primarily used to
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secure data by converting it into a ciphertext using cryptographic algorithms
[8; 11; 12]. Encrypted data is typically not usable or meaningful without the
corresponding decryption key, as it appears as random ciphertext [5; 6; 9; 11].

The choice between scrambling and encryption depends on the specific use
case and requirements regarding data protection and usability. The main purposes
of data scrambling are data privacy and compliance. It protects, for example, per-
sonal identification data, financial records, proprietary business data, from unau-
thorized access or disclosure. Data scrambling helps organizations comply with
data protection regulations and privacy laws, such as GDPR or HIPAA [13; 14],
which require the safeguarding of sensitive data.

One common method of data scrambling is shuffling data using an appropri-
ate algorithm [15]. Knowing this particular algorithm allows descrambling the
scrambled data. Other methods are masking that replaces parts of sensitive data
with placeholders or pseudonyms, tokenization that replaces sensitive data with
tokens or references, which are meaningless without the associated mapping, and
data perturbation [16; 17]. The latter is a technique that adds random noise or pertur-
bation to numerical data to protect its privacy while preserving statistical properties.

Data scrambling is successfully used in secure storage, where data at rest is
protected from unauthorized access in databases, file systems, or backups. Data
sharing is another use case, where organizations share data with third parties for
analysis or collaboration without revealing sensitive details. In addition, scram-
bled data can be used in non-production and test environments to simulate real
data without exposing sensitive information [1; 2; 4; 7; 10].

The development of data scrambling includes understanding data sensitivity
priority, strengthening encryption, selecting appropriate anonymization tech-
niques based on the specific data and use case, and continuously monitoring and
auditing data scrambling processes to ensure their effectiveness and compliance.
However, determining a balance between data protection and data usability is
challenging [18]. The other two main challenges are data loss and re-
identification risks [19; 20]. Thus, improper implementation of data scrambling
techniques can lead to data loss or degradation of data quality. Besides, which is
the most important and where ones must be the most cautious, attackers may still
re-identify individuals or sensitive data if not properly scrambled [21].

While scrambling is frequently used for images due to its visual nature, it is
not limited to images and can be applied effectively to text and numerical data as
well to protect sensitive information while maintaining data usability [22]. This is
often seen in scenarios like redacting personally identifiable information in documents
or anonymizing user-generated content in social media moderation [8; 9; 13; 23], aca-
demic performance [24], and recommender system profiles [25]. Numerical data,
such as financial records, health records, or scientific research data, may also re-
quire protection through scrambling techniques [26; 27]. This is essential for com-
pliance with data privacy regulations like GDPR or HIPAA [13; 14].

PROBLEM STATEMENT

As manipulating the usability of the scrambled data remains a challenge on the
background of risking to lose data and get them re-identified by attackers, scram-
bling and descrambling should be accomplished faster by not increasing data loss

Cucmemni docnioxcenna ma ingpopmayivini mexuonoeii, 2024, Ne 3 45



V.V. Romanuke, S.A. Yaremko, O.M. Kuzmina, H.A. Yehoshyna

and re-identification risks. A scrambling algorithm must be of a linear time com-
plexity still shuffling the data so that to further minimize the risks. A promising
approach is based on the knight open tour problem [28; 29] whose solutions ap-
pear like a random series of knight positions. The goal of the research is to apply
this property of the solutions to data scrambling. For achieving the goal, the fol-
lowing five tasks are to be fulfilled:

1. To formalize a knight open tour algorithm, by which the knight is seemed
to move chaotically across the chessboard. The formalization is to be presented as
an indented pseudocode to efficiently implement it, whichever programming lan-
guage is used. The output is a square matrix representing the knight open tour.

2. To algorithmize a data scrambler and descrambler based on the knight
tour matrix. Both the algorithms must be given as indented pseudocodes.

3. To estimate the time complexity of the algorithms. In addition, to com-
pare their performance to other approach of scrambling by shuffling the data, in-
cluding the probability of illegitimately descrambling by attackers.

4. To discuss the significance and practical applicability of the suggested
knight open tour algorithm. The proper contribution to the field of data scram-
bling should be emphasized.

5. To conclude on the suggestion and findings along with mentioning a pos-
sibility to extend and advance the research.

KNIGHT TOUR MATRIX

The directions the knight can move on the chessboard are completely described
by the horizontal and vertical sets

Shor = 451"V} = {-2,-1,1,2,-2,-1,1,2} (1)
and
Svert = {Sl(vert)} = {1’ 2) 25 1, - 1, - 2, - 2, - 1} . (2)
Sets (1) and (2) are such that

st = shon w1 =1, 4,

and

S gl 1214,

If the knight starts its open tour at horizontal position x and vertical position y
on a chessboard of size M x M , the knight open tour algorithm finds a sequence
of the remaining M 2 _1 chessboard positions that constitute the tour. The se-

quence is written by the set of integers from 1 to M 2 where 1 corresponds to the
starting position of the knight. These integers are put on the chessboard, forming
thus an M x M matrix

BM:K(Maxay):[brt]MxMa 3)

where b, €{l, M} and K(M,x, y) is the algorithm mapping the size of the

chessboard and the knight starting position into matrix B,, by (3).

While the knight tour problem is NP-hard in general [28], there is a number
of heuristic algorithms that allow finding a solution in linear time — that is, in a
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time amount proportional to number M 2. One of such heuristics is the Warns-
dorff’s rule [30; 31]. This rule finds a single solution. According to the Warns-
dorff’s rule, the knight is moved so that it always proceeds to the position from
which the knight will have the fewest onward moves. The priority queue of avail-
able neighbors is stored as a set

0={lq,, 4,,100, WeNU{0}. @)

The algorithm is presented as an indented pseudocode (Algorithm 1), where set
(4) dynamically changes its size inside the outer loop.
Algorithm 1. The Warnsdorff’s rule indented pseudocode

for k=1 with step 1 to k=M? do
b=k, 0=9
for /=1 withstep 1 to /=M do

(hor)

— (vert)
Mpor =X +5;

> Myert :y+S[
if my,,>1 and my,, <M +1 and m, =1 and m, <M +1

vert =
if bmvertmhor =0
c=0
for u=1 withstep 1 to u=M do

_ (hor) _ (vert)
&hor = Mpor 5y > &vert = Myert T8y

if gpor21 and gy <M +1 and g, =1 and
Gyert <M +1

: _ (obs) _
if bgvertghor =0 then ¢ =c,

c= c(obs) +1
else
if g >C then Q(Obs) — Q, Q — {[C Z], Q(Obs)}
else
lf qu =C
if ¢, >/ then Q™ =0,
O={c 1],0°"}
else 0 =0,
0={0“ [c 1]}
if g,,; <c then Q(Obs) =0,
0={0“" [c 1]}
if Q%@ then I" =¢q;5, x* =x, x=x( +S,(»P°r), plobs) _
y= y(ObS) +S[(:ert)
else break

The knight open tour resulting from Algorithm 1 mostly seems to be rather
chaotic. An example of the tour for 16 x16 chessboard is shown in Fig. 1, where

the entries of the knight tour matrix B4 are also given (odd and even numbers
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differ in their color). Some traceries are still noticeable, though. Especially near
the margins — where the knight has fewer possibilities to move onward.

£t 15 5 177 46 17 48 175 218 19 172 231 256 21 170 167

Fig. 1. A knight open tour built by the Warnsdorff’s rule algorithm for 16 x16 chessboard

When we have two-dimensional data of N points in each dimension, it can
be formally presented as a square matrix

D= [dij]NxN > (5)

where d;; is either real or complex number. In particular, if M =N, the data in

matrix (5) can be scrambled using the pattern of the knight tour matrix (3) by just
shuffling the entries of D in accordance with B;, . When M # N, we can shuffle

. N . .
not an entry but an axa square of a’ entries, where a =ﬁ and it obviously

must be integer. This is the core of the algorithm for data scrambling and de-
scrambling based on the knight tour matrix (3).

DATA SCRAMBLER AND DESCRAMBLER

A data scrambler is an operator that maps data matrix (5) using the knight tour
matrix (3) into an N x N matrix

H=FD,By) =[]y - (6)
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Operator F(D, B,,) in (6) is realized by a data scrambler algorithm (Algorithm 2),
which, using matrices D and B, , dynamically builds an M Zx1 array

Quuare =75 gi5™] %)

containing coordinates of successive positions to shuffle.
Algorithm 2. A data scrambler by (6) using the knight open tour matrix (3)
for /=1 withstep 1to /=M do
for u=1 withstep1to u=M do
k=(=1)-M+u, g5 =1, glspare) =y
for /=1 withstep 1to /=M do
for u=1 withstep 1to u=M do

_ __(square) __(square)
k= blu ’ lscr =45 > User =G

ho v =d e o for i=U-D-a+m, j =@w-D-a+m, m=\a

i = —-a+m, j** =(Ug —)-a+m
It is worth noting that the data can be a three-dimensional matrix as well.
Then the data scrambler algorithm processes the third-dimension layers in paral-
lel, using, for instance, the data vectorization approach [32]. Thus, the color im-
age in Fig. 2 is scrambled by using an ordinary chessboard matrix Bg with its

w wn wan

Fig. 2. The image of data of a 4096 x4096x 3 array (the image is taken from [33])
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starting position {7,6} (x =6, y=7). The scrambled image is shown in Fig. 3.
In this scientific-data-like example, the scrambling result may not seem that con-
vincing, but the mosaic in Fig. 3 is nonetheless pretty hard to assemble it back to
the original image in Fig. 2. Nevertheless, many mosaic squares contain parts of
consistent information. This is due to every mosaic square is a 512x512 color

S

o _l] Sm 31]

A

Fig. 3. The scrambled image in Fig. 2 by using B, with its starting position {7, 6}

To decrease the data readability, the size of the chessboard should be in-
creased. On the other hand, the scrambler can be applied once again to the scram-
bled data. Thus, Fig. 4 presents a result of scrambling the scrambled image in
Fig. 3 by using matrix B4 with its starting position {7,12} (x=12, y=7). Now
the readability of the image parts is lower, although many parts and their local
information are still distinguishable. However, assembling the mosaic in Fig. 4
back to the original image is much more difficult compared to the mosaic in Fig. 3.

Indeed, the mapping of data (5) by (6) and (3) is a very simple approach
whose guess probability is M 2. To go deeper in scrambling, consider its depth
©®, where ® e NU {0}, and an additional sequence of integers {MY}?:I, where

usually

M <M, <M., by y=1,0-1. (8)
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Fig. 4. The scrambled image in Fig. 3 by using B, with its starting position {7,12}
Then the scrambling of depth ® is recursively fulfilled as

Hy+1 =F(HyaBMY) for Y=1,® (9)

by H,=H. The case ®=0 is the simplest possible scrambling here. Overall,

0+1
=1 of

scrambled data matrices. The last matrix in this set, Hg,;, is the final result of

there are ® +1 transformations by operator F . They result in a set {H,}

the data scrambling of depth ® . The guess probability herein becomes equal to

-1
(MZ IQ[MYZ] : (10)

vy=1
So, the image in Fig. 4 is the scrambling result of depth 1, and its guess probabil-
ity is
M2 MH T =8 16%)" =271 =0.00006103515625 .
Going deeper by using matrix B, with its starting position {6,21} (x=21,
vy =6) further strengthens the encryption (Fig. 5) decreasing the guess probability
by 1024 times.
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T : y e P
Fig. 5. The scrambled image in Fig. 4 (depth 2) by using B, with its starting position
{6, 21} , where the guess probability is 27>* = 0.000000059604644775390625
Herein, while obeying inequality (8), conditions

M, =2-M, by y=1,0-1 and M, =2-M (11)

s
Tm

are followed. This is convenient to establish the guess probability such as it is de-
sired to be. Scrambling to depth 3 (Fig. 6), where matrix B¢, has its starting posi-

tion {3,46} (x=46, y =3), makes the guess practically impossible within a rea-
sonable amount of time (unless the latest advanced computational techniques are
applied, like, e. g., quantum computing):
(M?* - ME-M3;-M3)"'=(8%-16%-322.64%) ' =27 =
3 1

68719476736
Besides, while the usability is maintained, the data in Fig. 6 is not readable even
partially — every mosaic square is just a 64 x 64 color image.

Fig. 7 shows that at depth 4 for this particular example the scrambled image
is perceived as noise. Every mosaic square is just a 32x32 color image. The
guess probability is 16384 times lower than that for the scrambled image in Fig. 6:

(M?*-ME-M3}-M; M} =816 -32%-64% 128y 1 =270 =
B 1
1125899906842624

<1.5-1071",

<8.9-1071,
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The data readability is nearly at naught. Therefore, Fig. 7 is the final result of
scrambling the data in Fig. 2.
o s U T

L

Fig. 6. The scrambled image in Fig. 5 (depth 3) by using B¢, with its starting position
{3, 46}, where th_e guess p_robability i_s 2736

¥y ; i

i

:il..'_--‘l ‘J'_ 4 o
Fig. 7. The scrambled image in Fig. 6 (depth 4) by using B

s With its starting position
(6,36} , where the guess probability is 27
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A data descrambler is an operator that maps scrambled data matrix (6) using
the knight tour matrix (3) back into matrix (5):

D=G(H,B,,). (12)
Operator G(H,B,,) in (12) is realized by a data descrambler algorithm (Algo-
rithm 3), which, using matrices H and B,, , dynamically builds array (7).
Algorithm 3. A data descrambler by (7) using the knight open tour matrix (3)
for /=1 withstep 1 to /=M do

for u=1 withstep 1 to u=M do
= (1-1) M v, g™ =1, g5 =
for /=1 withstep 1 to /=M do
for u=1 withstep 1 to u =M do
(square)

_ ___(square) _
k=b,, . =q5; > User =Gy

Iu > “scr

dl,**jw =hi*j* fori =(I-1)-a+m, j =(u-1)-a+m, m=1,a

i =(l,-1)-a+m, j =(u,—1)-a+m
The descrambling of depth ® is recursively fulfilled as
Ho_,1 =G(MHeo_y12, By, . ) for y=1,0. (13)

Obviously, there are ®+1 transformations by operator G restoring the
backward set of scrambled data matrices {Hg_, +1}$)=1 . The last matrix in this set,

H, =H, is put into operator (12) and then the final result of the data descram-
bling is obtained.

Henceforth, the data scrambler by (6) and (9) requires knowing ® +1 chess-
board matrices

By, By Jyt) (14)

whose sizes obey inequality (8) or, in particular, the doubling by (11). This en-
sures the guess probability equal to (10) or, if the doubling by (11) is used, the
guess probability equal to

-1 -1
(M2 (2m} -ﬁ(zMy_l)zJ = [Mz 4M? -]9[4M§_1] =
y=2

y=2

_ ( 4®(®+1)M2~(®+1))_1 ‘ (15)

Each of matrices (14) is defined by its size and the starting position of the knight.
Therefore, the data scrambler is defined by the sizes and starting positions

M, M0 and {{y,x}, (v, x, 1500, (16)

respectively. Consequently, the data descrambler by (12) and (13) is defined by
sets (16). Knowing (16) allows descrambling data in matrix Hg,; without any

data losses.
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KNIGHT-TOUR SCRAMBLING VERSUS SHUFFLER SCRAMBLING

It is obvious that, despite a linear time complexity, too deep scrambling may take
significant amounts of time. However, the deep scrambling is really needful only
for decreasing the guess probability as much as possible. In other situations, the
data scrambler can be applied just once to produce a scrambled data matrix of
sufficiently low readability. For example, the data image in Fig. 2 scrambled with
a matrix By,g looks blurred (Fig. 8) and its scientific data is not readable almost

much as the image in Fig. 7, although the guess probability is just 27 (rela-
tively, it is pretty high).

LA
w'®

, L ibs 0 b},‘*wn.’-.-,; i , u
Fig. 8. The scrambled 1mage in F1g 2 by using the chessboard matrix of size 128 (the zero
depth of scrambling, ® = 0), where the guess probability is the same as for the scrambled
image in Fig. 4 with the scrambling depth 1

Could the same effect be when, instead of the data scrambler knight tour al-
gorithm, a more random and less sophisticated approach is used? For instance,
such an approach is the pseudorandom shuffling of the data along with storing the
shuffled indices. The shuffler scrambling is defined just by an N x N matrix

S :[Gij]NxN (17)

of randomly permutated unique N 2 integers from 1 to N ® . Then the shuffler
scrambling and descrambling algorithms are those Algorithms 2 and 3, respec-
tively, where only a@ =1 and matrix (17) is used instead of matrix (3). The guess

probability in this case is N ~ as the shuffler algorithm is presumed to be known

and it can be defined by the position of an integer value from 1 to N 2,
Obviously, if the knight-tour scrambling is of depth 0, then the shuffler
scrambling results in a lower guess probability unless M = N :
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M7?>N7? for M<N.

However, as the scrambling is developed deeper, the guess probability may sig-
nificantly drop, as it has been demonstrated above by Figs. 4—7.
Consider a range of the data set size as follows:

Ne{23,2% 25,2527 2% = (8,16,32, 64,128, 256} . (18)

Then data matrix (5) with integers
dl-j €[0;255]c Z

is re-generated for 100 repetitions for each of the six values of N in (18). The
depth of scrambling is
®=1log, N-3.
So, the knight-tour data scrambler is applied as deep as possible, i. e.
MM, 30 = 8.2 =18, 27750 NS

That is, the knight tour matrix B, = B, , whichever N is. This is expectedly

the worst-case scenario with respect to the computation time of the knight-tour
data scrambler compared to the shuffler. Table 1 presents statistics after averaging
over the 100 repetitions of the knight-tour data scrambler versus shuffler. The
similarity index ratio is calculated as the ratio of the averaged similarity rate by
the knight-tour data scrambler to the averaged similarity rate by the shuffler,
where the averaged similarity rate is calculated as the element-wise number of

coincidences in matrices D and the scrambled data matrix divided by N 2. The
knight-tour-scrambling guess probability herein is calculated by (15). The statis-
tics remain almost the same for any other 100-repetition generations. Although
the knight-tour-to-shuffler time ratios reveal some favorability of the shuffler
computation time, the shuffler is a far less reliable scrambler due to its guess
probability is too high compared to the knight-tour-scrambling guess probability.
Besides, the knight-tour-to-shuffler similarity index ratio confirms that the knight-
tour data scrambler produces a scrambled object which resembles the original less
than a scrambled object by the shuffler resembles it.

Table 1. Knight-tour scrambling versus shuffler scrambling

Knight-tour-| Knight-tour- Similarit
N to-shuffler | to-shuffler ind yKnight-tour-scrambling Shuffler-scrambling
scrambling |descrambling m t?x guess probability guess probability
time ratio | time ratio ratio
8 0.5797 1.1134 0.2308 | 82 =2"°=0.015625 0.015625
82167 =2""=
16 1.3375 1.3913 1.0055 s 0.00390625
=6.103515625-10"
2 12 a2 _
32| 1.3805 1416 | 07135 | °® 2’}2 53?0*5 9.765625-10~*
= <6O-
2 152 a2 42 _
64| 1.3392 13928 | 09337 ';?36 '3125 '124}11 | 244140625107
= <l5-
128) 1.2306 1.2232 0.995 279<89.1071° 6.103515625-107°
256 1.1258 1.1157 1.0079 279 ~14.107% 1.52587890625 107>
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Consider another series of 100 simulations for the knight-tour data scram-
bler. Let

Ne{(2,2%,2°,2° 27 28, 2% 219y = (8,16, 32, 64, 128, 256, 512,1024} (19)
and the remaining simulation parameters be the same. Let the depth be varied
from O to 5. Then, for each repetition, there is an instance of some size in (19) and

®c {m} The averaged interrelation between scrambling and descrambling

computation times is shown in Table 2. The interrelation varies within 20 % on
average for any other 100-repetition generations. The knight-tour data descram-
bler seemingly operates faster owing to the memory allocation and code compila-
tion that are done following the scrambling.

Table 2. Knight-tour scrambling-to-descrambling time ratio

N Depth of scrambling
0 1 2 3 4 5

8 0.9248

16 1.0638 1.0302

32 1.0756 1.0231 1.056

64 1.0765 1.0578 1.039 1.0206

128 1.151 1.179 1.1399 1.0888 1.0859

256 1.1518 1.361 1.3882 1.3129 1.102 1.0409
512 1.2119 1.5472 1.6715 1.732 1.42 1.1119
1024 1.1883 1.6135 1.8532 2.0819 1.9851 1.3881

Obviously, as the size of the data matrix increases, the computation time
grows. Table 3 shows the computation time relative growth with respect to the
computation time taken to scramble with a chessboard matrix of size N . At the
first glance, there is a quadratic time complexity with respect to size N along

each column, but the real size of the algorithm input is N 2 s0 Table 3 confirms a
linear time complexity of Algorithm 2. So does Table 4 showing the computation
time relative growth with respect to the computation time taken to descramble
with a chessboard matrix of size N . However, it is worth noting that Algorithm 3
being of a linear time complexity seems to be faster (this is clearly seen when Ta-
ble 4 is cell-by-cell compared to Table 3). This effect has been already explained
above — the data descrambler by Algorithm 3 virtually utilizes the memory pre-
allocation and code pre-compilation, done for Algorithm 2 in this case.

Table 3. Knight-tour scrambling time relative growth as N increases

N Depth of scrambling
0 1 2 3 4 5

8 1

16 0.5562 1

32 0.4834 1.0351 1

64 0.5661 1.1575 1.1084 1

128 1.0355 1.832 1.5465 1.2523 1

256 2.7697 4.2452 2.86 1.8061 1.1855 1
512 9.1934 12.8017 7.7231 3.8901 1.8098 1.1376
1024 35.2239 42.9207 23.9562 11.245 4.1936 1.5951
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Table 4. Knight-tour descrambling time relative growth as N increases

Depth of scrambling
N
0

8 1

16 0.4835

32 0.4156 1.0423

64 0.4863 1.1273 1.1265 1

128 0.832 1.6007 1.4327 1.174 1
256 2.2238 3.2135 2.1756 1.4041 1.1681 1
512 7.0152 8.524 4.8793 2.2924 1.3839 1.0649
1024 27.412 27.4043 13.6509 5.5127 2.2939 1.1961

Another important property is how the computation time grows as the
scrambling depth is increased. Table 5 shows the computation time relative
growth with respect to the scrambling depth. It appears that the data scrambler has
a quadratic time complexity with respect to the scrambling depth. Roughly the
same time complexity is observed for the data descrambler (Table 6). This is par-
ticularly explained with that the chessboard matrix size is increased twice along a
dimension, 1. e. it is increased fourfold if to count its entries.

Table 5. Knight-tour scrambling time relative growth as the depth is increased

Depth of scrambling
N
0

8 1

16 1 3.57

32 1 4.2513 15.4973

64 1 4.0595 14.6675 59.8536

128 1 3.5128 11.1889 40.9824 202.9467
256 1 3.0433 7.7362 22.0973 89.947 782.9858
512 1 2.7648 6.2936 14.3384 41.3688 268.3466
1024 1 2.4194 5.0952 10.8178 25.0193 98.2041

Table 6.Knight-tour descrambling time relative growth as the depth is increased

N Depth of scrambling
0

8 1

16 1 3.6864

32 1 4.4696 15.785

64 1 4.1312 15.1969 63.1311

128 1 3.4293 11.2978 43.3244 215.123
256 1 2.5756 6.4187 19.3856 94.0116 866.4042
512 1 2.1657 4.5632 10.0329 35.3074 292.477
1024 1 1.7818 3.2672 6.1745 14.9772 84.0675

The knight-tour scrambling similarity index showing the unit-normalized
part of the number of coincidences in the data matrix and the scrambled data ma-
trix appears to be quite stable regardless of the data set size and the scrambling

58

ISSN 1681-6048 System Research & Information Technologies, 2024, Ne 3



Data scrambler knight tour algorithm

depth (Table 7). The scrambling similarity index scarcely exceeds 0.5 %. The av-
erage similarity index varies within 20 % on for any other 100-repetition genera-
tions. A maximum variation is spotted at a 53 % rate.

Table 7. Knight-tour scrambling similarity index

N Depth of scrambling
0 1 2 3 4 5

8 0.0033

16 0.0037 0.0043

32 0.0041 0.0041 0.0051

64 0.0038 0.0038 0.0048 0.0041

128 0.0039 0.0039 0.0048 0.0041 0.004
256 0.0039 0.0039 0.0048 0.0042 0.0039 0.004
512 0.0039 0.0039 0.0049 0.0041 0.0039 0.0039
1024 0.0039 0.0039 0.0049 0.0041 0.0039 0.0039

The final remark of the knight-tour scrambling versus shuffler scrambling
relates to the descrambling key. While the knight-tour data descrambler must hold
the ®+1 sizes and starting positions (16), its memory size requirement is very
low. In the double precision format, it is just

8:3-(@+1)=24-(0®+1) bytes,
and it is
4.3-(@+1)=12-(© +1) bytes

in the single precision format. In practice, nevertheless, values (16) are integers
(strictly speaking, naturals), so they are written with the unsigned 16-bit precision
at most, when they are allowed to vary between 1 and 65535. In this case the data
descrambler key occupies just

2-3-(@+1)=6-(0+1) bytes.
If it is known beforehand that

max {M , max {My}y®=1, max {y, x}, max{y,, xY}f?:l} <256

then the data descrambler key occupies half of the latter by being written with the
unsigned 8-bit precision — it is 3-(®+1) bytes. The shuffler descrambling, on

the other hand, needs to know matrix (17) of unique N 2 integers from 1 to N 2

which would occupy 8N 2 or 4N? bytes if the double or single precision format
was used, respectively. Inasmuch as using the unsigned 8-bit precision is unlikely

here, then either 2N? or 4N? bytes are occupied depending on whether the un-
signed 16-bit or 32-bit precision is respectively used. Therefore, the memory oc-
cupation by the shuffler descrambling key may seriously affect the data transfer
rate. For instance, if 1024x1024 images are shuffling-scrambled and transferred,
then an additional amount of 4 megabytes of information should be transferred
along or afterwards for descrambling. This is quite unacceptable due to a
1024 x1024 color image represented in a 8-bit scale itself is 3 megabytes of in-
formation, whereas a 1024 x1024 grayscale image is just 1 megabyte. Contrari-
wise, the knight-tour scrambling at the depth of, say, 5, is accompanied with only
36 bytes ensuring an acceptably low guess probability.
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DISCUSSION OF THE CONTRIBUTION

In addition to the knight-tour scrambling advantages, a convention for scrambling
keys can be applied to avoid sending values (16) for descrambling. Such conven-
tions are really plausible and effective when a small group of data chunks is sent
over. Theoretically, a convention for the entries of matrix (17) might be applied,
too. But once the shuffler scrambling key must be unexpectedly changed (e. g., by
the reason of an oncoming cyberthreat), it will be required nonetheless at the de-
scrambling side, unless there is another convention for the case of changing the
key. Anyway, an information signal about the change should be sent. Such incon-
venience makes the shuffler scrambling too bulky and far inefficient.

However, a deeper shuffling still can be applied by the analogy to the
scrambling of some depth. For such a scrambling, matrix (17) may be used re-
peatedly, or a series of such matrices is used. A twofold application of the shuf-

fling decreases the guess probability down to N ~*, which becomes acceptable for
images or data sets comprising at least a few hundred (numeric or symbolic) ele-
ments.

The suggested knight open tour algorithm is a significant contribution to the
field of data scrambling by three reasons. First, its implementation by Algorithm
2 for scrambling and Algorithm 3 for descrambling, with Algorithm 1 for generat-
ing a knight open tour, is very simple and easy to understand. Second, the knight-
tour scrambling maintains a linear time complexity. Third, its guess probability is
sufficiently low if an appropriate depth of scrambling is used. Eventually, the data
scrambler knight tour algorithm can be combined with other linear-time-
complexity scrambling algorithms to further strengthen the data protection.

In addition to the simplicity, the data scrambler and descrambler by the
knight open tour algorithm are practically symmetric. Hence, they are easy appli-
cable yet ensuring proper security of data. Despite the knight open tour algorithm
is presented for the square matrix, it is scalable to any size. After all, the chess-
board matrix can be used partially for non-square data matrices. Moreover, the
data can be reshaped into a vector, either row or column, comprising an odd num-
ber of entries, whereupon a part of the chessboard matrix is still used to scramble
the data.

CONCLUSION

A data scrambling algorithm has been suggested based on a knight open tour
problem solution, whose structure seems chaotic enough to substitute ordinary
shuffling. The linear time complexity of the algorithm inspires its practical em-
bedding mainly owing to the scrambling non-sophisticated subtlety and low guess
probability. The latter is regulated by changing the scrambling depth determined
by repetitive application of the chessboard matrix. The size of this matrix is usu-
ally increased as the scrambling is deepened.

The research is possible to extend and advance in the way of studying more
favorable knight open tours for the given chessboard matrix. As the computation
time grows in a quadratic manner by deepening the scrambling, but the guess
probability is lowered far stronger, a tradeoff between the depth and re-
identification risk might be ascertained. Another open question is which strategy
of increasing the chessboard matrix size would be optimal to attain the tradeoff at
the shallowest possible depth.
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AJITOPUTM IUKJITY IIAXOBOT'O KOHsI J1JIs1 CKPEMBJIIOBAHHS JIAHUX
/ B.B. Pomantok, C.A. SIpemko, O.M. Ky3emina, ['.A. €rommiaa

Amnoramnisi. CkpeMOJIIOBaHHS JaHNX Y HAIl Yac 3aJIMIIAETHCS BOYKIIMBOIO METOJUKOIO
JUIs 3aXUCTy KoH(iaeHuiiHol iHdopMallii 32 JOMOMOrol MEBHOIO MepeMilllyBaHHs,
micyst sIKoro po3mupyBaHHs € HAIBAKKUM, OJHAK 30epiracTbcsi MOXKIMBICTD JIETi-
TUMHHX T 3 JaHUMH Ticas cKpeMOoBaHHsA. OCKUTBKHM HOBHOIIIHHE MaHIiIyJIO-
BaHHS JIiIMH 3 JaHUMH MICIISl CKPEMOJIIOBaHHS 3aIUIIAETHCS TPOOIEMOI0 Ha T pu-
3HMKY BTPATH JAHUX Ta X HECAHKLIOHOBAHOTO pO3IIH(PYBaHHs, CKPEMOIIOBAHHS Ta
JECKPEMOTIOBaHHSI MalOTh BHUKOHYBATHUCh L€ IIBH[MIC, HE 30UIbIIYIOUH PH3UKH
BTpaTH Ta pO3MU(pyBaHHs. AJITOPHTM CKPEMOIIOBaHHS MOBHHEH MaTH JIiHIiHY Ya-
COBY CKJIQIHICTH Ta Ine OiiblIe MiHIMI3yBaTH 3a3Ha4yeHi pH3HKH. [lepcrekTHBHIM
MiIX0I0M € 3afava MoOyIOBH BiJKPUTOTO LHUKJIY IIAXOBOTO KOHS, PO3B’S3KU SKOI
BUIIAAI0Th HaYe BUITAJKOBI MMOCIITOBHOCTI MO3HUIIH KOHs. Biarak gopmarizyerbes
QJITOPUTM BIZIKPUTOTO LHUKILY LIAXOBOTO KOHS, 32 KM KiHb Haye XaOTUYHO Hepecy-
Ba€eThes Mo maxoBiit gomi. Ls ¢popmanizaris npeactapinena y ¢opmi BigdopmaTo-
BAHOTO MCEBJOKOAY JUISl MOAAIBLIOrO HOro e()eKTHBHOTO BIPOBAPKEHHS HE3aJIekK-
HO BiJl MOBHM IporpamyBaHHs. Ha BHXOIi OTpHMaHO KBaJpaTHY MaTpHIIO, KOTpa
BiJOOpakae BIIKPUTHUI MUK IAXOBOTO KOHs. Ha OCHOBI MaTpHIli MUKITY IIAXOBOTO
KOHSI ITOJIaHO aITOPUTMH CKpeMOiiepa Ta JieckpeMOiepa qaHuX y ToMy K criom. Lli
ITOPUTMH MAIOTh JIiHIHHY YacoBy cKiIaaHicTh. CKpeMONIOBaHHS Ha OCHOBI LUKITY
IaXOBOT'0 KOHS Ma€ JOCUTh HU3bKY IMOBIPHICTh BUIIaKOBOI Aeindparii 3a yMoBH,
SIKIIIO BUKOPUCTaHa MPUIHATHA TJIMOMHA CKPEeMOIIOBaHHS, /I JJaHi OBTOPHO CKpe-
MOJIOIOTBCA. [ TMOMHA CKPeMOTIOBaHHS BU3HAYAETHCS 0araTopa3oBUM 3aCTOCYBaH-
HSM MAaTpPHUIi IIAXOBOi JOIIKH, PO3MIp SKOi 3a3BHYail 30LIBLIYETHCS 3 MOTIINOICH-
HSM CKpeMOnroBaHHs. IIOpIBHSHO 3 HCEBJOBHMIIAAKOBUM II€PEMIllyBaHHAM IaHHUX
pa3oM 3i 30epeXeHHSIM IHIEKCIiB IepeMillyBaHHs, K04 JeCKPeMOIIOBaHHS Ha OC-
HOBI IIMKITy IIaXOBOTO KOHS 30epiraeThes i mepecuiiacThesi Habarato mpocrile, 3a-
0e3reuyIoun B TOH ke Yac NPUHHATHUH 3aXUCT JaHUX.

KunrodoBi cioBa: ckpeMOIIOBaHHS JaHHX, 33/1a4a MTOOYIOBH BiAKPUTOTO UKLy IIa-
XOBOTO KOHS, JiHIIfHA YacoBa CKJIAJHICTb, IMOBIPHICTh BHIIAIKOBOI AeIIHdpariii,
rTMOWHA CKPEeMOTIOBAHHS.
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