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DIGITAL TWINS IN AI-CONTROLLED NAVIGATION TASKS
FOR AUTONOMOUS UAV SWARM
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Abstract. The article presents the concept and architecture of digital twins (DT) in
the tasks of autonomous swarm navigation for unmanned aerial vehicles (UAVs)
controlled by artificial intelligence. Study demonstrated that the effective operation
of a drone swarm under conditions of disrupted or absent communication with the
ground center is enabled by the functional distribution of DT components between
the ground center and onboard levels of Al agents. Mathematical models of ground
center’s DT provide strategic modeling, training, mission simulation, and post-
mission analysis, while onboard Al agents focus on local adaptation, diagnostics,
environmental reconstruction, and cognitive behavior control. Special attention is
paid to the interface module of the DT, which provides asynchronous interaction
with the ground infrastructure. A functional division on the swarm-level, environ-
ment, mission, telemetry, and agent-level DTs is proposed. The effectiveness of the
“Learn—Simulate—Deploy—Adapt” cycle for continuous improvement of swarm sys-
tems in the context of electronic warfare (EW) and dynamic operational environ-
ments was justified. The results were partially supported by the National Research
Foundation of Ukraine, grant No. 2025.06/0022 “Al platform with cognitive ser-
vices for coordinated autonomous navigation of distributed systems consisting of a
large number of objects”.

Keywords: digital twin, swarm intelligence, autonomous navigation, unmanned ae-
rial vehicles (UAVs), cognitive artificial intelligence platform, decentralized control,
simulation modeling, simultaneous localization and mapping (SLAM), behavior
trees (BT), electronic warfare.

INTRODUCTION

In today’s rapidly evolving world, the application of DT has gained significant
momentum, becoming a key success factor across various industries. Virtual rep-
licas of physical objects, systems, or processes open up opportunities for real-time
analysis, modeling, and optimization. The DT enables companies to reduce costs,
predict malfunctions, improve the management of production processes, and de-
velop new products with minimal risks. This technology becomes particularly
crucial as industry, healthcare, transportation, and urban planning undergo digital
transformation [1].

For instance, in [2], the author conducted a study on the implementation of
DT in manufacturing using reinforcement learning models. Compared to tradi-
tional management methods, production efficiency was improved by 18%, energy
consumption was reduced by 12%, and system downtime was decreased by 15%.

DT toolkit enables significant advancements in intelligent management
across various fields of activity. Although the concept of DT existed for over two
decades, scientific discussions regarding its precise definition are still ongoing.
A comprehensive definition of a DT is presented in [3], which incorporates
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Grieves’ definition [4] and distinguishes DTs from digital models and digital
shadows based on the presence of information flows between the physical system
and its digital counterpart. If there is no automated data flow between the physical
system and its digital representation, such object is considered a digital model, an
example could be a CAD model of a technical system (e.g., an aircraft). A digital
shadow refers to a digital object (model) that receives data from the physical one.
Its primary function is to automatically track certain changes in the physical sys-
tem in order to represent its properties. If data flows from the physical system to
the digital object and vice versa, then digital object is considered a DT, as chang-
es in the digital representation affect the physical system.

These examples of interaction between a physical system and a digital copy
enable to distinguish at a qualitative level the categories of concepts of a digital
model, a digital shadow and a DT, but they do not specify details regarding the
DT components. One of the foundational studies on the standardization of DT is
the Industrial Internet Reference Architecture (IIRA), proposed by the Industrial
Internet Consortium (IIC) [5]. This document provides guidelines for the devel-
opment of systems, solutions, and applications that incorporate DTs in industrial
and infrastructure domains. This architecture contains general definitions for in-
terested parties, the order of system decomposition, design patterns and a list of
terms. The IIRA model defines at least four types of interested parties: business;
use; operation; implementation. Each area focuses on the implementation of the
corresponding functional model of the DT, structure, interfaces, internal compo-
nent interactions, as well as on the system of DT models interaction with physical
object’s external elements. According to the IIRA model, information about the
DT includes (but is not limited to) a combination of the following categories:
physical model and data; analytical model and data; archives of time variables;
transaction data; master data; visual models and calculations. Thus, the concept of
DT has a multifaceted architecture and, therefore, complex mathematical support
for implementation.

A promising area for the application of DT toolkit is UAV control. An addi-
tional challenge in this domain is the cognitive coordination of UAV swarms dur-
ing flight. The autonomous navigation of UAV swarms is based on the integration
of two key system components:

e a ground center with module DT designed for UAV training, validation,
and control;

e an onboard Al-platform for UAV with cognitive services.

The ground center functions as a strategic control center, where training,
testing, and validation of neural networks, used on board of the drones, are carried
out [6]—[8]. This center hosts an infrastructure for simulating combat missions in
a virtual environment using onboard platform of UAVs [3], [5]. This approach
ensures a high degree of realism, allowing to test the system’s behavior under
load, estimate mission losses and adapt swarm architecture to changing condi-
tions.

The onboard segment of the UAVs is responsible for executing the mission
(scenario) defined by the ground center, either with continuous data exchange
with the ground center or in full autonomy mode. Also, it enables the swarm to
independently navigate, make real-time decisions, avoid obstacles, stabilize flight,
and coordinate swarm members without the need for constant communication
with the ground center.
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The interaction between the onboard and ground centers constitutes a con-
tinuous cycle of adaptation, learning, and improvement. During the pre-mission
phase, the ground center trains the models, simulates the mission execution, com-
piles UAV operational algorithms, and uploads updated algorithms to the onboard
systems. During the mission, the drones operate autonomously but send telemetry
data to the center whenever communication is available. The center monitors the
mission and, if necessary, sends corrective commands. After mission, the col-
lected data are analyzed, checked for anomalies, models are refined, and a new
training cycle is being initiated.

The evolution of the cognitive component of the UAV swarm Al system is
realized through iterative model training using feedback obtained after mission.
The models are based on a combination of reinforcement learning, local decision-
making via BT, and neural network-based anomaly detection. This architecture
enables the system to self-learn and improve strategies without compromising
autonomy. A distinctive feature of the Al-system is the integration of memory and
logging mechanisms that accumulate data from mission to mission, forming the
foundation for the swarm’s cognitive adaptation. Thus, the system acquires the
capability for cognitive evolution — learning from its own experience to enhance
efficiency and resilience in the dynamic challenges of the modern battlefield.

ARCHITECTURE AND INTERACTION LOGIC OF DT FOR SWARM-
ORIENTED AUTONOMOUS UAV NAVIGATION

The DT is deployed at the ground center, while a limited interface module is im-
plemented onboard the UAV, which provides (Fig. 1):

e data and telemetry buffering;
o Jlocal scenarios adaptation in case of communication loss.

Ground Onboard
digital twin interface module
s ~ ™
‘ Strategic modeling ] Asynchronous l Local adaptation ]
interaction
[ Learning ] = e [ Diagnostics ]
| Mission simulation | Environment J
reconstruction
[ Result analysis ] h g

o
)
Fig. 1. Systemic interaction between the ground DT and the UAV’s onboard subsystem

Fig. 1 schematically illustrates the fundamental architecture of interaction
between the ground-based DT and the onboard interface module of the drone,
which are the key components of the autonomous cognitive artificial intelligence
platform for swarm control. The ground DT performs strategic-level functions —
modeling swarm behavior, training neural networks, simulating combat missions
in a virtual environment, and conducting in-depth post-mission analysis. This en-
vironment acts as a virtual test bed where adaptive strategies are developed and
verified before their implementation on real platforms.
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On the other hand, the onboard interface module, integrated into each drone,
ensures autonomous system operation under conditions of partial or complete
communication loss with the ground center. It implements local adaptation to en-
vironmental changes, performs internal diagnostics of the system’s technical state,
and reconstructs the surroundings using onboard sensors and odometry [9], or
simultaneous localization and mapping (SLAM) algorithms [10], [14]. This ap-
proach enables each agent to make real-time decisions independently, ensuring
decentralized, flexible, and fail-safe swarm behavior.

Asynchronous interaction between the ground-based DT and the onboard
module emphasizes the key concept of drone independence during flight. Com-
munication between the two levels is not continuous and may occur only at spe-
cific moments, when external environmental conditions allow it. This design en-
ables the maintenance of autonomous navigation even in hostile environments,
including when electronic warfare (EW) systems are active. At the same time,
data accumulated during the mission is buffered and transmitted to the ground
center when communication becomes available for analysis and further model
retraining, starting the next cycle of cognitive improvement. Therefore, the struc-
ture illustrated in Fig. 1 represents a dynamic and distributed system, where the
ground and onboard components operate in synergy to ensure adaptability, resil-
ience, and ability to evolve for swarm systems.

Within the structure of an autonomous Al-platform for UAV swarms, the
DT module performs an asynchronous yet strategically significant function. Its
primary role is not to ensure continuous communication during missions, but ra-
ther to prepare, analyze, and update behavioral strategies during periods of time,
when no combat missions are carried out. This approach aligns with the require-
ments of autonomous navigation in combat scenarios and under EW system activity,
when communication with the ground center may be unavailable or undesirable.

Before the start of a mission, DT in the ground center allows for the testing
of scenarios, adaptive strategies, and behavioral models [11], which are subse-
quently uploaded to each drone’s onboard system. During flight, the drones oper-
ate fully autonomously, relying solely on local sensors, the cognitive core, and
adaptive algorithms. However, if communication is available, they exchange data
with the ground center. All data about behavior, telemetry, and decisions made
are recorded in internal buffers for further analysis. Table 1 presents the formal-
ization of the components of the UAV interface module.

Table 1.Formalization of the UAV interface module’functions

Function name Description Call time  |Data exchange format
"ll;eleme;try Collection and storage Qf ~data for|  After each JSON / ROS message
uffering subsequent transmission control cycle
SLAM or | Construction of a local environ-
odometry | mental map or spatial orientation Real-time Local database
module using camera image analysis
Fail-safe Analysis of internal Every minute Log file/
monitor system parameters or upon event Signal system
Behavior Adaptive switching between Upon event/ | Internal FSM (finite
controller branches of the BT As planned state machine) state
Swarm state Excha_nge of crltlc.al information |  Optionally, DDS / RTPS
synchronizer with neighboring drones peer-to-peer
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Information is transmitted to the ground center’s DT after mission
completion or at designated evacuation checkpoints. This enables in-depth
analysis, model retraining, and updating the knowledge that are utilized in
subsequent missions. In this way, DT ensures swarm evolution without interfering
with the autonomy of task execution. The UAV interface module is responsible
for data buffering, access to the latest strategies, partial scenario simulation in
fallback modes, and asynchronous updates whenever the situation allows it. Its
presence in the system architecture is essential, as it provides autonomous
interaction with the ground center’s DT and local support without violating the
decentralized principle of swarm control.

DT APPLICATION DIRECTIONS IN TASKS OF AUTONOMOUS UAV SWARM
NAVIGATION

Considering the specific requirements of developing a cognitive Al-platform for
decentralized control of UAV swarms under EW activity conditions, DTs applica-
tion seems justifiable at multiple stages of the system’s life cycle. Within our pro-
ject, the most relevant mathematical models for implementing DTs for the ground
center are as follows.

1. UAV swarm model (system level). The objective of this model is to sim-
ulate and verify swarm behavior of drones within a virtual environment, taking
into account dynamics, communication losses, external disturbances, and changes
in swarm lineup. This model enables:

o test decentralized control strategies (including BT) prior to its deployment;

e analyze the stability of UAV swarm interaction under various agent loss
scenarios;

o debug DDS/RTPS-based communication [12] between agents;

e train reconfiguration algorithms without risk to physical drones.

2. Individual drone model (agent level). For each type of UAV, a corre-
sponding model is created that includes aerodynamics, navigation sensors, deci-
sion-making modules, and an interface with the autopilot. Its use allows to:

e precisely test software—hardware interaction;

e simulate sensor degradation, Global Navigation Satellite System (GNSS)
disruptions, and the impact of EW effects;

o predict potential failures and transitions to fail-safe modes;

e adapt controller (e.g., PID or MPC) parameters to mission-specific condi-
tions.

3. Environment model. The creation of a virtual 3D environment, which in-
corporates models of obstacles, threats, magnetic anomalies, and signal loss zones
enables to:

e generate scenarios for training and testing swarm adaptation capabilities [13];

o verify functionality of local planners (e.g., SLAM, obstacle avoidance
system [14]);

e develop maps for pre-flight mission simulation and risk analysis.

4. Model of mission carry out. This involves the computer-aided design
and simulation of specific scenarios (e.g., patrol, evacuation, object detection),
which allows to:
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e optimize the initial mission BT (BT definition) according to the context;

o identify critical nodes and failure points, prepare fallback behavior
branches;

e automatically evaluate the effectiveness based on key performance indi-
cators (KPIs).

5. Telemetry model. Simulation of real-time data exchange with the ground
center enables to:

o verify telemetry quality;

e configure WebUI and ROSBridge protocol;

o detect potential delays, data losses, or transmission errors.

Table 2 presents a comparison of simulation environments for the ground
center’s DT.

Table 2. Comparison of simulation environments for ground center DT

Ne[ Environment Advantages Disadvantages
1 |Gazebo + ROS 2 ROS 2 support, realistic physics, Higher conﬁguratlon
open-source complexity

Relatively new, limited

2 | Ignition Gazebo Enhanced graphics, DT support plugin ecosystem

3 AirSim Realistic aerodynamics, integration High system
(Microsoft) with Unreal Engine/Unity requirements
Full flexibility, Requires custom

4 | Unity + BT.CPP

BT visualization support infrastructure

Thus, the deployment of DT is recommended in environments Gazebo +
ROS 2 [15], Ignition Gazebo, AirSim, or Unity/Unreal Engine based emulators
integrated with BehaviorTree.CPP (see Table 2). It is especially appropriate to
implement the “Learn—Simulate—Deploy—Adapt” cycle, which integrates simula-
tion-based learning with the gradual transfer of behavior logic to the real swarm.
In this way, DT models become a key component not only in the R&D phase, but
also in training, testing, certification, and operational support of the system during
mission.

TASK ALLOCATION BETWEEN GROUND CENTER DT AND UAV ONBOARD
SYSTEMS

The overall logic of task distribution between the ground infrastructure and the
onboard UAYV systems is as follows:

o the ground center is responsible for simulation, training, strategic plan-
ning, and post-mission analysis;

o the UAV onboard system provides a secure wireless interface for com-
munication between UAVs, also is it responsible for autonomous diagnostics,
real-time adaptation and navigation of each drone independently of the ground
center.

This division ensures optimal utilization of computational resources, flexibil-
ity and resilience of the system under conditions of limited connectivity and dy-
namic operational environment.
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Tasks of DT executed at the ground center

In modern multi-layered architectures of autonomous swarm systems, DT which
is implemented at the ground center, plays a pivotal role in providing effective
modeling, testing, mission planning, and adaptation of UAV swarms to complex
and dynamic environments. Its models offload a significant portion of computa-
tional load from onboard UAV platforms to the ground infrastructure, while pre-
serving strategic coordination, behavioral predictability, and operational flexibil-
ity of the swarm. At the system level, the UAV swarm model enables simulation
of global swarm behaviors in various scenarios, testing decentralized control algo-
rithms and robustness of DDS/RTPS protocols, which is critically important in
environments with intermittent communication or in case of individual agents’
failure. Not only does this allow to identify system’s potential vulnerabilities, but
also enhance the swarm’s resilience to catastrophic events.

The environment model allows to construct complex terrain representations
with natural and artificial obstacles, as well as electromagnetic anomalies, which
is a critical factor for planning operations in areas with active EW interference.
Model generates scenarios that ensure high realism in training Al agents and ef-
fective pre-deployment testing of autonomous navigation algorithms. The mission
area visualization provided by the DT serves as a foundation for tactical decision-
making by operators or command centers. At the mission level, the DT supports
simulation of strategic transitions between scenarios, BT design, and the defini-
tion of KPIs, enables mission evaluation not only in terms of task completion, but
also in terms of the achievement of qualitative objectives.

The telemetry model focuses on simulation and verification of communica-
tion interfaces, delays, and telemetry data losses, as well as post-mission analysis
of swarm and individual drones’ behavior. This is particularly important for opti-
mizing information exchange between agents and the control center, as well as for
developing a knowledge base for future missions. Equally important is the indi-
vidual drone model, operating within the simulator, as it enables detailed configu-
ration of behavior logic at the level of a single Al agent, testing responses to envi-
ronmental changes, training UAV operators, and improving the onboard Al
agents installed on drones. The summary of DT mathematical models’ basic func-
tions, implemented at the ground center, are given below.

1. UAV swarm model (system level):

e modeling global swarm behavior under various scenarios;

o testing decentralized control algorithms;

o testing DDS/RTPS communication protocols;

e analyzing the impact of communication losses and agent failures on
swarm integrity;

e simulating faults and catastrophic events.

2. Environment model:

e creating terrain, obstacle, and magnetic anomaly models;

e generating mission scenarios under complex conditions (including EW);

e preparing training data for preliminary situations modeling;

o visualizing the mission area for tactical planning.

3. Model of mission carry out:

o designing and testing the mission tree (Behavior Tree (BT) Definition);
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o defining strategic transitions and fallback scenarios;

o defining mission success criteria (in the form of KPI);

e analyzing probable trajectories and synthetic tasks.

4. Telemetry model:

o testing WebUI / ROSBridge interfaces;

o simulating delays and data loss during transmission;

e Analyzing swarm and individual drone behavior logs (offline mode).

5. Individual drone model. (agent level):

e configuring behavior logic at the level of a single agent;

o training Al agents or real operators in simulated environments.

Therefore, the deployment of DT’s mathematical models within the ground
center serves not merely as a simulation tool but as a foundational component of
adaptive, safe, and strategically coordinated operation of swarm systems. Func-
tioning as a virtual proving ground [16], these models facilitate iterative testing
and refinement of algorithms, significantly reducing operational risks and re-
source expenditures in real world.

Tasks of interface module executed onboard UAYV (in autonomous navigation
mode)

Within the architecture of an autonomous swarm system, each UAV is equipped
with interface module that plays a critical role in ensuring local adaptation, flight
control, and interaction between agents under conditions of partial or complete
loss of communication with the ground center. These modules are designed to
maintain the UAV’s operability as an autonomous, cognitively capable agent
within a localized segment of the overall system. The central element of the inter-
face module is the local Al agent, responsible for monitoring the UAV’s internal
technical parameters: power supply voltage, temperature conditions, and sensor
integrity. Based on this data, the system implements hardware degradation fore-
casting, generates alerts for transition into a protected (fail-safe) mode, and de-
fines threshold conditions for potential mission withdrawal. This approach allows
each UAV not only to detect critical deviations but also to autonomously assess
its operational readiness for further task execution.

Integral to this functionality is the local environmental reconstruction. Em-
bedded odometry or SLAM-algorithms allow each UAV to generate an up-to-date
local map, identify obstacles, hazardous areas, landscape alterations, and predict
potential collisions. This spatial representation serves as the basis for real-time
reactive route planning, which is essential for survival and successful task execu-
tion in dynamic and often hostile environments. Importantly, such an Al agent
enables the UAV not merely to respond to the current operational context but also
to anticipate its change, making its behavior closely to a smart device rather than
a conventionally algorithm-driven system.

Another critical component of autonomy is the module of mission tree eval-
uation and control. This subsystem manages local execution of behavioral
branches, monitors task completion success, and can adaptively switch between
operational modes in response to environmental changes or variations in the
UAV’s internal parameters. This eliminates the limitations of rigid, pre-
programmed scenarios and facilitates decision-making under uncertainty. Concur-
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rently, each agent maintains an individual log of critical events and, whenever
possible, transmits it to other swarm members, establishing the foundation for the
system’s collective memory.

The system architecture also incorporates a synchronization agent — a com-
pact communication and analytical add-on responsible for maintaining a locally
consistent representation of the swarm’s operational state, data synchronization
among neighboring agents and, in cases of data loss or corruption, initiates local-
ized reconfiguration of behavioral strategies. Synchronization agent provides
swarm’s decentralized response to the loss of one or more UAVs or to data distor-
tion within specific system segments. Such a design enhances the swarm’s resil-
ience, self-recovery capacity, and mission accomplishment potential, even under
unforeseen disruptive influences. The primary onboard functions of the interface
module, operating in autonomous navigation mode, are summarized as follows.

1. Local Al agent:

e continuous monitoring of the UAV’s internal state parameters (power
supply voltage, temperature conditions, and sensor integrity);

e prognosis of hardware component degradation and initiation of fail-safe
operational modes;

e determination of threshold conditions that necessitate mission cancelation;

o self-assessment of operational eligibility for continuing mission execution.

2. Local environment reconstruction (SLAM monitoring):

o Jlocal spatial map construction (SLAM, obstacles, hazardous zones);

e prediction of potential collisions and implementation of reactive path
planning;

o detection of environmental changes (such as emergence of new obstacles,
threats, etc.);

3. Behavior evaluation and transitions between mission tree branches (be-
havior monitoring):

e mission tree execution and task monitoring;

o adaptive switching between behavioral modes;

e Jogging of critical events and, when possible, transmission of this infor-
mation to the swarm.

4. Embedded synchronization agent:

e maintenance of a coherent local representation of the swarm’s operational
state;

e exchange of situational data with neighboring UAVs;

o localized reconfiguration of behavioral strategies in response to UAV loss
or system faults.

Thus, the Al agents embedded within the UAVs not only enhance the func-
tional capabilities of individual drones but also establish the foundations for their
subjectivity, self-reflection, adaptive interaction, and coordinated behavior within
the swarm collective. This transforms each UAV from a mere of rigidly prede-
fined algorithms executor to an active participant in a complex, flexible, and
evolving behavioral system, and is necessary condition for the transition from
strictly programmed to self-learning swarm architectures.
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Al agents and DTs within the architecture of autonomous swarm systems
have both civilian and military applications, which significantly enhances the
flexibility and universality of their deployment [17], [18]. In the military domain,
such systems allow to organize autonomous combat patrols, convoy escort opera-
tions, and the evacuation of wounded personnel from active combat zones, mini-
mizing risks to human operators. In the civilian sector, their functional capabili-
ties can be repurposed for search-and-rescue missions under challenging
conditions (e.g., post-natural disaster scenarios), wildfire monitoring, and the in-
spection of critical infrastructure such as bridges, gas pipelines, and power trans-
mission lines. Such dual-use ensures the maximization of technological potential
in both peacetime and wartime.

A particular focus is ensuring the cyber resilience of Al agents and DTs, as
they operate within environments with potentially high risks of external interfer-
ence [19]. To address these challenges, the system architecture incorporates ro-
bust protective mechanisms, including end-to-end communication channels en-
cryption according to DDS/RTPS protocols, guaranteeing the confidentiality of
transmitted data. To protect against data tampering, spoofing, or cyberattacks,
data authenticity verification is implemented using digital signatures. Addition-
ally, threat detection algorithms based on Al are employed that work through real-
time identification of anomalies and atypical behaviors. In case of communication
loss or corruption, fallback modes are activated, enabling the system to maintain
functionality and complete its mission despite partial isolation of individual ele-
ments. Collectively, these measures establish a reliable foundation for deploying
DT in complex informational, technological, and combat environments.

EXAMPLE OF PRACTICAL APPLICATION OF A DT IN UAV SWARM
NAVIGATION

As a part of demonstration scenario of critical infrastructure patrol under commu-
nication jamming (EW activity), a computer simulation of the DT for mathemati-
cal models of swarm, the environment, and individual drones was conducted.
During the mission preparation phase, the ground-based DT modelled a 3D map
of the operational area, which included magnetic anomalies, physical obstacles,
and signal loss zones. This model was used to generate the route traverse scenar-
ios for swarm groups, that take into account the limited availability of GNSS sig-
nals.

After uploading the BT and waypoints into the onboard systems, the UAVs
were executing the mission autonomously. During the experiment, Inertial Meas-
urement Unit (IMU) sensor failure for one of the agents was purposely simulated.
The UAV’s Al agent detected the corresponding anomaly, initiated a fallback sta-
bilization mode, and excluded the affected agent from coordinated interaction,
notifying the other UAVs via the synchronization agent.

Quantitative mission parameters: during the simulation scenario, a virtual
swarm consisting of 3 UAVs was patrolling 100 x 100 m area, as illustrated in
Fig. 2. Within the operational zone, the following conditions were modeled:

e 3 obstacles (representing buildings or infrastructure objects);

e one EW zone with a diameter of 40 m, centered at coordinates (60, 60) point;

e 5 route waypoints shared by all UAVs;

28 ISSN 1681-6048 System Research & Information Technologies, 2025, Ne 3



Digital twins in Al-controlled navigation tasks for autonomous UAV swarm

e mission duration: 9 minutes;
e average UAV velocity: 4.2 m/s;
e maximum positioning error within the EW zone: up to 3.6 m;
o telemetry transmission delay (simulated): up to 2.5 s;
e [MU sensor failure detection time (drone 1): 0.8 s;
e transition time to fail-safe mode: 1.1 s from the moment of anomaly detection;
e communication packet loss rate (in EW zone): up to 18%.
100+ Mission scenario with UAYV digital twin
80 ® 4
*3 601 s obstacles
= 1 drone1
= 2 drone2
= 3 drone3
= 4 EWzone
; a0}l ® sensorfailure
20+ ®
0 '} ' 1 L J
0 20 40 60 80 100

X coordinate
Fig. 2. Scenarios of patrolling missions by UAV swarm with DT

Therefore, the UAV Al agent identified a degradation via sensor temperature
prediction, isolated drone 3 from the interaction zone, and broadcasted a status
update to the remaining drones. Subsequently, the DT in the ground center up-
dated the failure prediction model using the recorded logs. Upon mission comple-
tion, all telemetry buffers’ content was transmitted to the ground center, where the
DT performed trajectories visualization, calculated KPI, evaluated decision-
making effectiveness, and retrained the fault detection model. Obtained data were
utilized to update strategic adaptation modules for further missions.

Thus, this case exemplifies how DT can not only be a training and prepara-
tion tool, but also actively participate in the autonomous control process, enhanc-
ing swarm safety and adaptability in real time. The technical capabilities of the
DT were demonstrated, as well as DT role in ensuring fault tolerance, post-
mission learning, and deployment of self-adaptive swarm architectures, which is
critical for the development of next-generation dual-use Al systems.
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CONCLUSION

1. The ground center’s DT is a critical element of the cognitive Al-platform
for an autonomous UAV swarm, providing a closed cycle of adaptive training,
simulation, deployment and improvement of the swarm’s behavior in the condi-
tions of a real combat environment and EW systems operation. Its functionality
allows to effectively combine strategic planning and local autonomy. The ground
center’s DT performs modeling, training and verification, while the onboard sys-
tem implements adaptation, self-control and reconfiguration in real time. The Al
agent interface module on the UAV board provides asynchronous mission sup-
port, autonomous data buffering, partial environment reconstruction and deter-
mines behavior strategies without dependence on stable communication.

2. The classification of mathematical models for implementing the ground
center’s DT was proposed — models of the swarm, individual agents, environ-
ment, mission, and telemetry — which provides comprehensive simulation cover-
age of all aspects of swarm navigation. This contributes to the reliability, fault
tolerance, and adaptability of the system. The ground center’s DT functions as a
virtual proving ground, where autonomous navigation algorithms, BT, and swarm
coordination mechanisms are tested, verified, and refined, and SLAM algorithm
parameters are configured. Al agents on board of each drone provide UAV auton-
omy, enabling it to independently assess its state, predict malfunctions, adapt be-
havior, and interact with other agents even under critical conditions.

3. The demonstration scenario of patrolling under EW systems activity con-
firmed the effectiveness of the DT in failure detection, anomaly adaptation, and
swarm coordination restoration, thereby proving its role in providing self-learning
and fault-tolerant architectures. The implementation of the DT-based “Learn—
Simulate-Deploy—Adapt” cycle is strategically important for transforming auton-
omous swarms into evolving, intelligent dual-use systems.

4. During mission execution, the ground control and training station (de-
pending on the presence and intensity of EW interference) can operate in several
modes: as a DT (when connection with the UAV swarm is fully available); as a
digital shadow (in the case of limited connection with swarm elements); or in
combat task simulation mode (if connection with the UAVs is completely un-
available). To enhance mission performance, UAV Al agents may be equipped
with a data relay function to support the communication with the ground center.
In this mode, one drones are assigned to relay communication, and the other focus
on mission execution, thereby increasing the overall efficiency of the system.
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[IM®POBI JIBINHUKA B 3AJJAYAX ABTOHOMHOI POMOBOI HABITAILIII
JPOHIB MIJ YIIPABJIHHAM IITYYHOI'O IHTEJEKTY / M.3. 3rypoBchKHii,
H.J. IarkpaTosa, .M. T'omiako, K.JI. I'pimrina

AHoTanisi. Po3MITHYyTO KOHIENIIIO Ta 3alpPOIIOHOBAHO apXITEKTypy LU(poBHX
JBIMHUKIB y 3ajadyax aBTOHOMHOI pOifoBOI HaBirauii 6e3MiIOTHHX JiTaJbHUX arapa-
TiB (BIIJIA), kepoBaHUX IITYYHUM iHTeJekToM. [TokazaHo, mo edexTrBHE (QyHKI-
OHYBaHHSI POI0 JIPOHIB B yMOBaX BiJCYTHOCTi CTa0iIbHOrO 3B’SI3Ky 3 HA3eMHHM
LEHTPOM MOXJIMBE 3aBIsIKH po3moniny (yHKUii nudpoBoro aBiiiHMKA Ha3eMHOI
crannii 1 LIl-arearamu 60pToBoro piBHsA. MarematnuHi Mmozem HazemHoro L[/ 3a-
0e3MmedyIoTh CTpaTeTidHe MOJAETIOBAHHS, HaBYaHHs, CUMYJLLII0 Micild i aHami3 pe-
3yJbTaTiB, TOAI K GopToBi LII-arenTr 30cepemKeHi Ha JIOKaNbHIA ajanTanii, miar-
HOCTHUIl, PEKOHCTPYKIIi CepeOBUIa ¥ KOTHITUBHOMY YIIPABIiHHI ITOBEHIHKOIO
nponiB. OcobnuBy yBary mpumiyieHo iHTepdeiicHomy momaymto IlIl-arenra BITJIA,
o 3abe3neyye aCHHXPOHHY B3a€MOJII0 3 Ha3eMHOIO iH(PPACTPyKTYporo. 3amporo-
HOBaHO (pyHKI[IOHANbHHUN MOALT MaTeMaTHYHUX Mozene# 1] Ha Mozeni poro, cepe-
JoBHIIA, Micii, TenemeTpii Ta okpemoro IIlI-arernra. OOrpyHTOBaHO AOULIBHICTD BU-
kopuctanHs mukiny — «Learn—Simulate—Deploy—Adapt» mns  Ge3mepepBHOTO
BIOCKOHAJIEHHs poioBHX cucTeM B ymoBax Aii PEB i auHamigHOTO G0if0oBOTO Cepe-
noBuIna. PesynpraTH dacTkoBo minTpumano HarioHambHHM (OHIOM TOCTIIKEHb
Vxpainn, rpant Ne 2025.06/0022 «IInatdopma mTyIHOrO iHTENEKTY 3 KOTHITUBHU-
MH CepBicaMH JUIsi CKOOPIMHOBAaHOI aBTOHOMHOI HaBiramii po3HOAUIEHHX CHCTEM,
110 CKJIQJIAIOTHCS 3 BEJIHMKOI KIIBKOCTI 00’ €KTIBY.

KawouoBi ciaoBa: nudposuil IBIHHUK, POMOBHI iHTENEKT, aBTOHOMHA HaBiraris,
0e3MUIOTHI JIiTaNbHI anapary, IiaTgopMa MTyYHOTO iHTENEKTy, JeleHTpalli30BaHe
YIpPaBITiHHA, IMITaliifHe MOMENIOBAHH], METOX JIOKami3amii Ta KapTrorpadyBaHHS
(SLAM), noseninkosi nepesa, PEB.
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