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OPTIMIZING MICROSERVICES DESIGN PATTERN:
MAXIMIZING COMMUNICATION SPEED AND PROLONGING
APPLICATION LONGEVITY
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Abstract. Microservice oriented application design obtained popularity in the past
years. Most researchers investigated some aspects in microservice design for im-
plementing application functionality. Little research considered the core functionali-
ty of microservices. This research investigates how to construct a microservice
communication system by yourself in detail. The results should assist developers
and architects to construct their own microservice applications, use less amount of
frameworks and therefore prolong overall microservice system life cycle. The stand-
ard TCP/IP connection and embedded libraries were used to construct the communi-
cation system without using any additional frameworks. As a practical application of
this methodology a microservice core system was implemented with a minimum
number of microservices to perform performance testing. The measured application
layer communication speed turned out to exceed the speed in real application be-
cause of database operation limitations. The implemented microservice core system
is intended to be used in financial commercial applications as well as in further sci-
entific investigations.

Keywords: microservice, application design, communication speed, domain-driven,
monolith application, application life cycle, event, message bus, osi model, delivery
guarantee, application layer.

INTRODUCTION

One of the modern programming design patterns is microservice architecture.
It was derived from both service-oriented architecture (SOA) and event-driven
architecture (EDA) [1]. Many people have heard of it. Some developers used it.
The microservice architecture has something in common with challenges in any
other application: how quickly it works, how easy to develop and support, how to
integrate different parts together etc.

Although some researchers have paid attention to different practical aspects
of microservice programming design [2—12], much less research has investigated
the core functionality of microservice applications. In this research a practical
methodology for creating microservice applications from scratch is represented.
First of all, it is a way microservices interact with each other to work as a whole.

Past research mostly used standard communication frameworks and technol-
ogies. Although they are good for most practical tasks, the lack of developer con-
trol may reduce their longevity. In this research the original event delivering sys-
tem was created and tested in detail. This approach gives developers full control
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for communications as the most important part of the microservice system thus
drastically increasing the life cycle of application.

The research questions we are supposed to answer in this study are as follows:

e What are the main benefits and drawbacks of using applications with mi-
croservice design?

e What are the main parts of microservice applications?

e How to take advantage of microservice design and evade drawbacks?

e How to construct a microservices communication system by yourself?

This paper has four parts. First it reviews the literature relevant to micro-
services design. Then the research methodology is presented and outlines the
main parts of microservice application design. In the next step practical results of
research are summarized and discussed. The paper concludes with a summary of
results and further research.

LITERATURE REVIEW

There have been many architectural paradigms developed over time in computer
systems. Some of these approaches, such as the widely known object-oriented
programming, have significantly influenced computer languages. Another, such
as structured programming, changed how developers write programs by prioritiz-
ing clear structure, improving readability, and making development and mainte-
nance easier. Despite their differences, these patterns shared a common goal:
to facilitate clearer program structures for human comprehension, thereby stream-
lining the software development and maintenance.

On the contrary, machine code is straightforward and rudimentary, consist-
ing of a sequence of instructions that direct the processor on how to execute tasks.
Unlike humans, machines don't rely on structured systems since they possess the
capacity to retain every detail. The creation of computer languages, paradigms,
and architectures was solely a human endeavor. It reflects human limitations, yet
superior comprehension of grammar, particularly in the context of code syntax.

One of the most contemporary design patterns is the microservice architec-
ture. Growing number of programmers and system architects interact with this
technology. Developers engaging with microservices often question why this ap-
proach, what drawbacks exist in other technologies, and where to start.

Monolith applications

A so-called monolith application is a program although it consists of different
modules, but they are working in a tight-coupled way. One module could not
operate without another or at least there’s a central part of the application on
which other parts are intertwined. Often it had a single start point and single data-
base to hold information for the entire system. The human brain is an example
of such a system in terms the brain has different intertwined tightly coupled parts.

No wonder that most legacy applications and computer systems were archi-
tected as monoliths, as this architecture was the simplest way to develop. The
monolith system has many advantages that should be considered when creating
other systems. First of all, it offers a high speed of interaction between its parts
because most interlinks are performed using fast memory operations. It also has
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no issues with transaction clarity, as it usually has a single database with built-in
transaction processing.

A well-constructed monolith system can perform better than purely designed
microservices architecture. So, before making a decision, let's take into account
all the strengths and weaknesses of these architectures.

Domain-driven design

Domain-driven design (DDD) was first introduced by Eric Evans in his book
“Domain-Driven Design: Tackling Complexity in the Heart of Software” [13].
Over time, this approach became a well-known architecture, with many authors
providing their perspectives on this design [14].

The point is that large computer systems are usually developed by multiple
teams of developers, not just one developer or a single team. This approach ena-
bles the quick development of complex applications because each team works
simultaneously and independently.

DDD can be used in both monolithic and microservice applications [3].
It represents an idea on how to divide large systems into parts. Each team focuses
on one part of the system independently. Later the teams stitch it together using
one of the integration mechanisms.

In this work, some ideas and interpretation of this design were implemented
on our way in making the microservice system.

Taking advantage of microservice architecture

A microservice-driven application was a further development of ideas on how to
break down a complex system. Once again, it had something to do with human think-
ing. Our society is an example of such a system. Each individual is responsible for
themselves and has their own skills and abilities, acting just like a single microservice
in an application. Similarly, society can function as a whole because people com-
municate with each other and coordinate their efforts to achieve their goals.

One of the main goals of the microservice approach is to prolong the longev-
ity of an application. Although monolith systems are easier to create, they are
much harder to support. People tend to migrate to new technologies, computer
languages, frameworks etc. Consequently, the number of developers willing
to support legacy applications inevitably decreases over time.

As usual, renewing a monolith application means it must be rewritten from
scratch. This interrupts the life cycle of old (legacy) applications, even though
they may still satisfy all needs. Society wastes time and money by doing this. This
issue occurs not only in software development but also throughout our daily lives.

Consider a simple object as a fridge. Some people throw it away just because
it broke down or has an outdated design. But what if somebody makes a fridge
like a Lego set allowing you to repair, upgrade, and change its parts and design as
needed? I think this approach will inspire you to keep your fridge indefinitely.
With this mindset, society could use our limited resources much more efficiently.
Additionally, this approach is crucial for mitigating climate change.

Interest in the term “microservice” has grown since 2014 [15]. Many
authors have made an effort to clarify what it is and how to work with it [2—6].
Table 1 illustrates how they addressed the challenges of microservice design.
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But how to not find yourself lost in this variety of approaches, in other words
how to catch a fish in a microservice’s cocktail? This research will find answers
to this question.

RESEARCH METHODOLOGY

When one microservice sends a message to others it may not know recipients.
It just emits some mark of its own activity with useful information. So, it is more
reasonable to name such an activity as an event.

The objective of this research is to create microservice application cores in a
step-by-step manner. It includes communication, event format, events routing,
database, event delivery, event processing and API gateway.

Communication

Communication is the imperative part of the microservice application since it re-
lates to all microservices. Most applications under investigation used standard
communication technology and frameworks (see Tablel) such as RestApi for
synchronous communication. For asynchronous communication top known meth-
ods were Kafka [16] and RabbitMQ [17].

As already mentioned above, monolith applications had an advantage of
huge communication speed between the parts of the system. So, it is very im-
portant to provide a quick connection between microservices, otherwise it be-
comes a bottleneck of our application. Thus, it must be something lightweight and
quick. RestApi may be a good choice, but it isn’t lightweight and isn’t quick
enough as was concluded during interconnection speed investigation.

Of course, it is possible to use one of the open source message systems. But
both methods that were mentioned above didn’t guarantee that messages or events
would not be duplicated. Additional efforts must be implemented to avoid dupli-
cation. Moreover, what if something goes wrong with them? Microservice sys-
tems may need some additional functions and don't need others. Maybe future
developed microservice would require exact computer language and this open
source system would not support it. Moreover, open source communication sys-
tems may suffer from a security vulnerability that would affect the whole system.
And because it is open source all around would know about that. And finally, the
lifecycle of microservice systems and open source systems can be different. You
would have a problem if the open source system team stops supporting it.

If you want to do something good — do it yourself, especially when it is
comparably easy to perform. It’s reasonable to rely on technologies and methods
that are supposed to survive longer than our microservice system’s lifetime. Let’s
try figuring it out using the Open System Interconnection model (OSI) [18]. This
model was developed in 1984 by the International Organization for Standardiza-
tion (ISO). Let’s scrutinize this model and try to make the best of it.

So, there are seven layers in this model (Fig. 1). The lowest level is Physical,
the highest is Application. The lower layer the quicker communication but the
harder to write a managed program.

The lower three layers are media layers. They deal with hardware and low-
level software such as drivers, on-board programs and operating system’s ser-
vices. They are way too low for our purposes. But there was something important
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we must keep in mind about physical connections — there were duplex connec-
tions and usually there were input and output low-level data caches. It means that
a communication system must be constructed with embedded support of simulta-
neous input and output data flow to maximize performance.

= =

Fig. 1. OSI model

Transport [
Reliable message
delivery between

processes

Session A
Establish, manage and
terminate sessions

Moving the packets
from source to
destination

t Network [

The upper four layers are host layers. And the lowest in this group
(Transport) is good enough for our needs. But that’s just a model. How about
practical implementation?

TCP/IP model is a more practical implementation of communication suite
compared to OSI.

It used four layers instead of seven layers in OSI model (Table 2) [19]. Now
it is a communication standard supported almost by all devices, systems, operat-
ing systems, computer languages etc. It survived for a long time, and is supposed
to survive even longer.

Table 2. OSI vs. TCP/IP model

OSI TCP/TP
Application Application
Presentation
Session
Transport Transport
Network Internet
Data link Link
Physical

There were two main protocols on a Transport layer — transport control pro-
tocol (TCP) and user datagram protocol (UDP). The UDP protocol is stateless
while TCP establishes and holds connections. UDP is quicker but the main disad-
vantage, meaning that it was less applicable for our purposes, was that it didn’t
track the sequence of data. The messages should be accepted by our receiver mi-
croservice exactly in succession they were transmitted. Thus, TCP protocol is best
for our application core.

Event format

It is reasonable to use the message format that most of the computer languages
and operating systems are using now and is expected to use in the future. One of
the well-known formats that fit this demand is text format.

Well-known standard for encoding object information and data interchange
in a text form is JavaScript Object Notation (JSON) [20]. It is commonly used
in web application programs. Many computer languages have libraries to parse it.
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It is not very difficult to write such a library on your own for legacy systems.
It has basic types for Number, String, Boolean, Array, Object. From our point of
view this format is good enough to be used as an event format, but you can
choose any other text format you prefer.

Events routing

When events are emitting it is not the microservice’s responsibility to know recip-
ients. Otherwise, they would be tightly coupled, which is considered as a bad
smell for microservices architecture [21]. So, the most reasonable approach is to
implement subscriptions and event types (let’s name it Eventld). Microservice’s
subscriptions should somehow be remembered. Events of specified Eventld must
be sent to its recipients.

As it was concluded the microservice would be implemented for this func-
tionality. Let’s name it EventBroker. It works like a delivery system (Fig. 2).

Microservice
2 (Subscriber) -

Microservice

Microservice )
1 (Emitter)

3 (Subscriber)

Fig. 2. Events routing

At the startup EventBroker subscribes itself to receive subscription events
(startup record in a subscription table). Every microservice first emits a subscrip-
tion event either on the startup or at any time. On receiving, EventBroker fixes
this information in the database. From now on all events of that Eventld will be
forwarding to its subscribers. Fig. 2 portrayed stances in which microservice 1 is
an event emitter and microservices 2 and 3 are subscribers for that Eventld.

Sadly, EventBroker in this architecture is a single point of error, which is
considered a bad smell in miscroservice’s design. If EventBroker stops working
the whole system will freeze. But let’s keep in mind that there is already a single
point of error in any microservice system — network. Everything goes wrong if the
network stops working. And EventBroker is an extension of the network with re-
sponsibility to deliver events. If the network layout is super resilient and has sev-
eral reserved lines it is possible to create several EvenBroker microservices
for each line to avoid a single point of error. This would not change our metho-
dology.

The EventBroker is a central coordinator of all events and simultaneously
logs keeper. If something goes wrong in our microservice system — having logs is
vital for debugging and moreover it is considered a bad smell if the microservice
system doesn’t have a central log keeper. Our goal is to create a microservice sys-
tem, not just a bunch of microservices.

EventBroker establishes tcp/ip connection with every microservice we have.
In order to maximize performance, it must actively use parallel execution tech-
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nologies of your favorite computer language. Thus, there are two simultaneously
running tasks for each microservice (input and output events processing).

Database

Every system needs data storage. The microservice system has a lot of microservices
that have to be loose coupled. Shared databases in this approach are a way out of line.
So, it is imperative for all microservices to have their own database.

It is up to developers to choose the database and framework to deal with.
It can be Sql, NoSql, object-oriented and so on. Of course, there is no reason for
one development team to use different database types in one project.

Event delivery guarantee — not less than once, not more than once

Communication is commonly used by many microservices, so it is reasonable to
build a communication library for each computer language used. There are sever-
al reasons that may affect microservice system event delivery. First of all, it is
a connection issue and microservice application problem.

Connection issues are caused by unstable network connection. If this hap-
pens one or several tcp/ip connections between EvenBroker and microservice
may interrupt. The communication library must track this somehow and initialize
connection renew. The simplest way to implement this functionality is periodic
connection testing with small data amounts.

Microservice applications may be affected by following: be under the
maintenance, in the restart process, hangs up etc. As a result, events suffer from
not being delivered at all or being delivered several times. How to mitigate these
artifact behaviors?

There is no problem at all sending events again and again until the subscriber
accepts it. But to avoid duplication every event should be unique and easily iden-
tified. And keeping in mind that any microservice (including EventBroker) can be
interrupted for reasons mentioned above, the only way to provide this is keeping
the event state in our storage — database. Using database transaction technique,
it is possible to keep atomicity of database changes even during restart.

So, every microservice must have a pool of outgoing and incoming events in
the database with a unique id for every outgoing. When a microservice receives
an event it first checks against the database if the event with that id already was
registered. It registers events in the database if not. It replies to the sender with
“Event with this id was received” either after registration or when it was already

found in the database (Fig. 3).
Himl 1

I+ D — &

EventBroker Get list of unsent messages Send Event Microservice 1 Check and register
for Microservice 1 information in
Microservice 1 database

A 4

fora

o H=]

Mark event as sent The event was received

Fig. 3. Event delivery
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Event processing

The event delivery approach proposed above is not only about the resilience of
the microservice system but also gives the opportunity to perform event pro-
cessing atomically.

Microservice is like a black box. It is not necessary for you to know how ex-
actly it is working unless you send and receive events and understand its struc-
ture. But what if something happens in the middle between events being received
and sent in other words when events are under processing?

In the proposed approach we can put the whole sequence into one transac-
tion (Fig. 4).

o Of-HeHeH C

Get next unprocessed event Begin transaction Process event Save output event Mark event as processed Commit transaction

Fig. 4. Event Processing

Thus, either during processing the answer will be saved or the database state
will be returned to the initial state just after the input event was received.

API gateway

As was mentioned earlier, RestApi today is the most widely used protocol for web
applications. In our microservice architecture it can be used to connect other applica-
tions, frontend applications and so on. All we need is just another microservice (name
it APIGateway), connected to EventBroker but with specific behavior.

APIGateway performs interlink between internal tcp/ip and Rest Api proto-
cols adding caching capabilities. It is also a good place for user authentication
since other parts of a system could be hidden from the outer world.

PRACTICAL RESULTS OF RESEARCH AND DISCUSSION

The microservice system was implemented based on the research methodology
presented above. It was coded with c# for .net multiplatform program language.
Entity framework, System.Net.Sockets library and MySql database were used as
helper components.

In addition to EventBroker and APIGateway, a test microservice named
“Ping” was implemented. With help of these microservices some vital micro-
service core parameters were measured.

Application layer speed

First of all, the application layer speed was measured in isolation without database
operations. Using APIGateway we generated an event for Ping microservice.
On event arrival Ping microservice generates 50000 messages of specified size
addressed to EventBroker.

The software measured both times consumed to publish and receive me-
ssages. Two computers were used to measure performance with 1 Gigabit per
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second network connection between them. First computer, with Ping microservice
installed, is equipped with CPU “Intel Core 15-6400 2.7 Ghz” and 8 gigabytes
of memory on Windows 10 system. Second, with ApiGateway, EventBroker mi-
croservices and MySql has CPU “Intel Core 15-6600K 3.5 Ghz” and 16 gigabytes
of memory on Windows 10 system. One thread was used on both publish and re-
ceive sides.

It turned out the bottleneck in application layer performance was CPU on
a publish computer with Ping microservice launched (one CPU kernel was fully
engaged). Thus, consumed and published times were identical with few devia-
tions, for that reason our graph shows only consumed time transformed to speed
without consideration to publish time (Fig. 5).

100000

90000
80000
70000

60000 -z Consume msg/sec max
50000

/“\ —+— Effective consume speed (kbytes per
40000 sec)

30000 /
20000

10000 /

0 /

I I I U I T S, W N .
o o P P X & 3 & &
WS S P PP

Message size (bytes)

Fig. 5. Application layer speed

In addition, the effective consume speed shows that only a part of network
connection bandwidth was engaged, as for 1 gigabit per second network theoreti-
cal bandwidth limit is about 122000 kilobytes per second (Fig. 5). But as already
mentioned above this is because of a CPU bottleneck on a publishing computer.

For the most practical cases this speed is more than enough and exceeds per-
formance of other universal message brokers already mentioned in paragraph
“Communication”.

Events processing speed

During the next phase let’s add database operations to our experimental environ-
ment. The computer hardware configuration is the same as mentioned in a previ-
ous step. The results are on Fig. 6. Event size here is 398 bytes.

The events flood publisher here is microservice Ping. It generates 100 events
and sends them to event receiver EventBroker microservice. How quickly Event-
Broker can save to the database was measured. EventBroker can engage multiple
threads (c# Task library) to process events. With the number of tasks 4 the maxi-
mum saving rate was reached in this configuration. This happens when 100 % CPU
usage was registered on EventBroker microservice (number of tasks 4 and 5).
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Fig. 6. Database was engaged in speed measurement

In the next phase the different event sizes were investigated with the same hard-
ware configuration. Number of tasks engaged at EventBroker was fixed to 4 (Fig. 7).

175

170 -
165
160 \//
155 \\
150 —+— Processing speed (events per second)
145 \\
140
135
130
125
398 800 1600 3200 6400 12100 23800

Event size (bytes)

Fig. 7. Event size dependence in database engaged configuration

If we trace over the graph it is clear that processing speed is almost the same
with few deviations until event size 6400 bytes is reached and then it slowly drops
down. Thus, for this system architecture it is preferable to generate less amounts
of bigger events to increase performance.

CONCLUSIONS AND FUTURE WORK

The microservice system with direct network connection application level was
constructed. In this system special microservice EventBroker was implemented to
be in charge of delivering events to other microservices. It also makes sure every
microservice receives not less than one event, not more than one event. The event
processing speed was measured in isolation without database operations and in
real situations with database transactions.

The performance of application layer speed without database operations ex-
ceeds the universal message broker’s speed even with one CPU engaged and
reaches 90000 events per second. It is also possible to perform multithreading
events processing for even better results.
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The performance in real applications depends on how quickly the database
operations are performed. For the experimental part a MySql database was in-
volved. It shows a maximum productivity of about 170 events per second in the
test environment. Multithreading environment boosts the performance. Thus, in a
real environment with powerful servers the high system productivity is expected.

Self written microservices communication library gives developers control
over application lifetime as the most important part of this design pattern.

The goal of the further research may include testing different database types
in terms of productivity increasing. Also, the important parts of the microservice
application should be investigated such as authentication, authorization.
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OINTUMIBAIIA ITABJIOHY CTBOPEHHS MIKPOCEPBICIB: MAKCUMI3ALIIST
MBHUJAKOCTI 3B’SA3KY TA NOJOBXEHHSA YACY KUTTA CUCTEMMU /
IO.E. KoBanbos, FO.B. boiiko
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AHoranis. OcraHHIM YacoM HaOy0 HOMYJISIPHOCTI CTBOPEHHS 3aCTOCYHKIB i3 BH-
KOPHCTAHHAM TEXHOJIOT1l MiKpocepBiciB. BUIBIIICTE JOCHTITHUKIB aHAJI3yIOTh MOX-
JUBOCTI i€l TexHomorii 1ys peamizarii GpyHKIioHyBaHHS 3acTOCYHKY. HebaraTo mo-
CIII/PKCHb TPHUCBSUCHO (QYHKIIAM sIpa (YHKI[IOHYBAHHS MiKPOCEPBICHOI CHCTEMH.
Mera mocmipKeHHs] — JeTaIbHAN po30ip MOMKIMBOCTI CaMOCTiHHOI MOOYIOBH CHC-
TEMH 3B’S13Ky MIKpOCepBiCHOI cucTemu. Pe3ynmpraTamMu JOCIHIIKEHHS MOXYTh CKO-
pucTaTucs po3pOOHHUKN W apXiTEKTOPH MPOrPaMHOro 3a0e3NedeHHs I M00yTOoBH
CBOiX MIKpPOCEPBICHUX CHCTEM TaKMM YHHOM, I00 Y HHUX 3aJ{foBajiacs MEHINA KiJlb-
KiCTh NIPOrpaMHUX IIa0JIOHIB, TAKMIM YMHOM 30UIBIIYIOUH KUTTEBHUH UK CHCTEMHU.
Komynikaniiiny cuctemy moOynoBaHo Ha 6a3i cranmaptaoro TCP/IP 3’emnanHs Ta
BOynoBaHMX 6i6mioTek st poboTH i3 HUM 6e3 BUKOPHCTaHHS HOJATKOBHUX IPOrpa-
MHHX IIa0JIOHIB. SIK MpHKIax MPaKTHIHOTO BUKOPHCTAHHS Ii€l METO0MOrii po3po-
OJICHO PO MIKPOCEPBICHOI CUCTEMHU 13 MiHIMAIILHOIO KiJIBKICTIO MiKpOCEPBICiB, He-
OOXITHUX JUIS TIEPeBIpKH MIBUAKOCTI poOOTH. SIK BHSBHIIOCS, BUMIipsHA IIBHIKICTH
3B’SI3Ky PiBHS 3aCTOCYHKY II€PEBHIIY€e IMIBUAKICTH Y pPealibHill cuTyarii gepe3 ooMe-
JKCHHS MIBUIKOCTi poOOTH i3 623010 MaHWX. 3aIUIAHOBAHO BUKOPHCTATH Peali3oBaHe
SIIPO MIKPOCEPBICHOI CHCTeMH JUIs po3poOJIeHHST KOMEpUifHNX (hiHAHCOBHX 3aCTO-
CYHKIB Ta y XO/Ii IPOBECHHS MOJAJBIINX JOCIIPKCHb.

KiiouoBi cioBa: MikpocepBic, apxiTekTypa Iporpamy, MIBHAKICTH 3’€XHAHHS,
JIOMEH-OPIEHTOBAHU, MOHONITHUI 3aCTOCYHOK, KUTTEBHU IUKII TIPOTPaMH, OIS,
[IMHA TIOB1IOMJICHb, MOJIEITh OSi, TApAaHTYBAaHHS TOCTABKH, PiBEHb 3aCTOCYHKY.
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