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Abstract. Problem of signal processing and network traffic optimization is solved at
the hardware level and is interesting, modern and relevant from the point of view of
the application level. It is necessary to propose an approach that combines machine
learning methods with network bandwidth tasks and traffic over the network. To solve
this problem, it is proposed to use concept of Informed Machine Learning (IML), that
is the Taxonomy of IML, the principles of constructing deep machine learning
systems based on information about the physical properties of the data transmission
network under study. The platform for developing is deep machine learning models
using PINN neural networks. The PINN represents the class of deep learning
algorithms that can integrate data with or without physical processes description. As
an algorithm it is proposed to use the popular algorithm in the field of deep learning
— ADAM (Adaptive Moment Estimation) for optimizing network traffic. Using the
PINN trained with the ADAM algorithm to transmit data the efficiency has increased.
Thanks to this method, it is possible to obtain a low noise signal in practice, due to
which network traffic is optimized.

Keywords: Adaptive Moment Estimation, artificial intelligence, artificial neural
network, Data Visualization, dynamic neuron, gradient decent, Informed Machine
Learning, learning algorithm, network bandwidth utilization, network traffic
optimization, neuro-fuzzy logic, Python.

INTRODUCTION

The main task of optimizing information networks is to maintain the required
level of performance characteristics and network capacity under conditions of load
changes.

To assess the quality of any network, characteristics such as data transfer
speed, reliability of transmitted information, bandwidth and reliability of the
communication channel are used.

The main characteristic of information transmission channels is their
bandwidth, that is the amount of data that is going threw a network with a given
speed depending on the channel capacity.

Currently, the load on the data transmission channel can vary by an order of
magnitude depending on the time of day, and the nature of the transmitted data is
determined by the user’s field of activity (for example, large videos, project files,
high quality images), therefore, optimization problems must be solved in real time.

First of all, it is necessary to formulate criteria for the effectiveness of the
information network. Most often, these criteria are performance and reliability,
which in turn require the selection of specific evaluation indicators. For example,
the performance of an information network is determined by the response time (the
time interval between the occurrence of a user request for any network service and
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the receipt of a response to this request), and the reliability of the network is
determined by the readiness ratio of the network equipment to perform it’s
functions at an arbitrary point in time.

In addition, it is necessary to determine many variable network parameters
that directly or indirectly affect the performance criteria. Settings can be devices,
protocols, or transmission technologies.

Thus, to optimize data transmission over a network, it is advisable to consider
three successive stages of network management.

1. Bringing the network into working condition, which usually includes:

e scarching for faulty network elements at the physical or data link levels;

o checking the compatibility of equipment and software (at the network level);

e seclection of correct values for key parameters of programs and devices that
ensure data transfer between network nodes — addresses of networks and nodes,
protocols used, types of frames, packets (at the transport level).

In this case, optimization comes down to diagnosing faults and bringing the
network into an operational state.

2. Primary configuration — selection of parameters that significantly affect
the characteristics of the network. If the network is efficient, but communication is
very slow due to unacceptable latency or communication sessions are frequently
interrupted, then you need to look for the key factors that degrade the network.
Typically, the reasons for a noticeable decrease in network performance or unstable
network operation are found in an incorrectly operating element or an incorrectly
set parameter, but due to the large number of such parameters, solving this problem
may require long-term monitoring of network operation, collecting statistics, and
searching through options. At this stage, a certain threshold value of the efficiency
indicator is also set and it is required to find a network variant for which this value
would be no worse than the threshold.

3. The final configuration of network parameters is directly optimizing the
network operation. In the case of a normally operating network, further improving
it’s quality, as a rule, requires finding some optimal combination of values for a
large number of parameters.

During the final network setup, in which the parameters of the operating
network, for example, the frame size or the size of the window of unacknowledged
packets, can be varied in order to improve performance (for example, the average
response time) by at least a few percent.

As a rule, network optimization is understood as some kind of compromise
approach. It is necessary to select values of network parameters such that it’s
efficiency indicators are at least not lower than the maximum permissible values
specified when choosing the global Quality of Service level.

In real conditions, it is enough to find a solution close to the optimal one, i.e.
it is necessary to find some rational version of the structure and parameters of the
network.

MATERIALS AND METHODS

The business of geographically distributed companies with an extensive branch
network largely depends on the speed and stability of information exchange
between departments. The WANs (Wide Area Networks) used for this usually do
not always meet the requirements for the productive operation of such critical
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applications as VolP, video conferencing, Enterprise Resource Planning systems
and other software.

WAN optimization solutions help companies increase data transfer speeds
without expanding the channel, and network administrators can improve
application performance, avoid data transfer delays and packet losses, and ensure
guaranteed service quality.

At present, when companies are actively centralizing IT infrastructures to
improve security and reduce management costs, and end users are increasingly
working in mobile office mode, the most pressing task for network administrators
is increasing data transfer speeds.

The modern network architecture is presented on Fig. 1. The distributed
network architecture is presented in the form of a chain, which consists of: the
user’s local network, the user’s provider, the global Internet, the recipient’s
provider and the recipient’s local network.

Based on this complex hierarchical architecture, the problem of packet data
transmission becomes clear — the amount of data transmitted exceeds the amount
of data received due to network noise.

Firewal

File Servar

Database

......
| Hardware “—  User provider ————

4

Global network

L Recipient provider +———

Fig. 1. The distributed network architecture

So, today problem of signal processing and network traffic optimization is
solved at the hardware (or protocol level) and is interesting, modern and relevant
from the point of view of the application level. Representation of the protocol and
user data transfer levels you can see on the Fig. 2.

It is necessary to propose an approach that combines machine learning
methods, for example, neural networks with network bandwidth tasks and traffic
over the network.
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This will allow us to present not only a theoretical, but also a practical solution
to the problem.

Internet client host Internet server host

client | user code

sockets interface
(system calls)

TCP/IP ||

hardware interface {, e

TCP/IP |} kernel code
(interrupts) :' " I
network | hardware network
adapter  |: adapter
h ' 3
v
[ Global IP Internet ]

Fig. 2. Representation of the protocol and user data transfer levels

One way to optimize of data traffic at the hardware level is solved by
configuring protocol parameters for packet transmission: packet size and number
of packets. The packet transmission rate is determined by the speed of light and
depends on the number of nodes from point A to point B of network.

For example, we established a connection with a remote computer, sent 16
packets, received confirmation that 12 packets were received, and in some packets
the checksum does not match. We transmit the following packets, to them we re-
add packets in which the correct checksum was not received. This is already an
optimization compared to the fact that it is possible to transmit data in one packet
and wait for confirmation each time, and in case of incorrect transmission of the
packet, resend it.

To solve this problem in [1, 2] works it is proposed to use concept of Informed
Machine Learning (IML). IML describes learning from a hybrid information source
that consists of data and prior knowledge. The prior knowledge comes from an
independent source, is given by formal representations, and is explicitly integrated
into the machine learning pipeline.

Physics-informed machine learning integrates seamlessly data and
mathematical physics models, even in partially understood, uncertain and high-
dimensional contexts [1].

Taxonomy of Informed Machine Learning is represented on Fig. 3. This
taxonomy serves as a classification framework for informed machine learning and
structures approaches according to the three above analysis questions about the
knowledge source, knowledge representation and knowledge integration. Authors
identified for each dimension a set of elements that represent a spectrum of different
approaches [2].

This paper proposes to use the Taxonomy of Informed Machine Learning, the
principles of constructing deep machine learning systems based on information
about the physical properties of the information data transmission network under
study. The platform for developing intelligent tools is deep machine learning
models using PINN neural networks.
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Fig. 3. Taxonomy of Informed Machine Learning

ARCHITECTURE OF PHYSICS-INFORMED NEURAL NETWORK

Thus, it is necessary to explore the gray box model in state space. A gray box
represents a model that learns from data, guided by information about the applied
physical properties or laws. Such models can be further used for adaptive control
and self-organization. Peculiarity PINN is to initially take into account the
underlying description of the physical interpretation of partial or ordinary
differential equations, that is, the physics of the problem, rather than trying to derive
a solution based solely on the data, that is, by approximating a set of state-value
pairs with a neural network. Therefore, the use of state space models is considered.

So, the PINNs represent the class of deep learning algorithms that can
seamlessly integrate data and abstract mathematical operators, including partial
differential equations (PDE) with or without missing physics.

According to [1, 2] to design the PINN network for signal processing and
network traffing optimisation it is necessary to implement the chain: Scientific
Knowledge-Algebraic or Differential Equations-Learning algorithms (Fig. 4).

Scientific ‘l | Differential | \ Leaming Algorithm
Knowledge ‘ Equations (Neural Network)

Fig. 4. Stages of the approach based on Physics-Informed Neural Networks
Let’s explore this method from the point of view of using a simple neural

network architecture.
A regular Neural Network approximates various functions well (Fig. 5).
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Fig. 5. A regular Neural Network

According to the Tsybenko theorem [3], an artificial neural network of
feed-forward with one hidden layer can approximate any continious functionof
many variables using the input vector and the weights of each vector with any
accuracy, i.e.

b=, 6

Neural networks provide access to the computational graph (Fig. 6), that
is access to all elementary operations on numbers that enter or exit the neural
network [4].

(9

Fig. 6. The computational graph

The graph gives the property of auto differentiation. This allows to find the
derivative of a neural network based on its parameters. This is used to update the
parameters using the backpropagation algorithm (Fig. 7) through the derivative of
the error and update the weights ©-. This is how a neural network is trained.

sb—e

dz  Backward mode
00, backpropagation of error
gradients

Fig. 7. The computational graph with the backpropagation algorithm

With the help of the computational graph, it is possible to differentiate the
neural network with respect to intermediate results of the calculation of any input
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dF . . .
parameter a, ——, or with respect to the input parameters X, for example, with

respect to some physical parameter X [5].
You can write an equation in the form of partial derivatives

PDE (F, %, ... )(Fig. 8), which can be used in physics (these can be coordinates or
time of a process or other physical parameters).

»
sbr—» F,0F 0z, ...

dF
dz

Fig. 8. The computational graph with partial derivatives

Let’s consider the learning methods of a neural network. There are three
categories of methods to train a neural network:

e observational bias involves supervisor training, submiting a lot of data on
the physical parameters of the system;

e inductive bias involves constructing a neural network so that it complies to
physical laws, for example using a convolutional neural network;

e learning bias involves to reduce the error through the derivatives of the
parameters.

Let’s consider the Physics-Informed Neural Network architecture for network
traffic optimization.

The PINN for network traffic optimization represents a function of variables:
the time of data transfer, the volume of data transfer in packets, the number of nodes
(Fig. 9).

So, to solve the problem of digital signal processing and network traffic
optimization, you can use dynamic neurons that are described by differential or
difference equations. The behavior of such dynamic neurons is significantly
determined by their prehistory.

Xt (N 9 V, T, e)
o The *
71 The 1 21 o X1 U
hidden . > O(Xe+1)
a hidden - p— Result U;
yer
layer
> >
Xt -
’ z I(XIH): Xt
Wij Wij
Learning
Algorithm

Fig. 9. The PINN neural network for network traffic optimization
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The input parameters of the neural network are: the time — z; the amount of
transmitted data in packets — V; the number of nodes — N; the output parameter is
the network bandwidth utilization — U. The time includes: time of protocol
connection and confirmation of two devices, t con; packet transferring time, 7 pass;
processing time, T proc: T = 2% Teon + Tpass + Tproc-

What is network bandwidth utilization? In the simplest terms, network
bandwidth utilization is the rate at which data can flow through the network.
Traditionally measured in Mbits per second (Mbps), higher bandwidth allows more
traffic flow from one device to another. Utilization is the percentage of a network’s
bandwidth that is currently being consumed by network traffic.

Let’s consider neural network. Neural Network has two hidden layers
(determined experimentally). The Input vector of neural network is

x (N, V, 7, ©)

where 7= 0,1..n; © = {wy}, i,j € [1..k]; t — timestep (discrete moments in time); the
output vector of neural network is Ut.

The neuron of the neural network is a model of a nonlinear dynamic system
in state space, that is, the time factor influences the behavior of the neuron, and the
output signal U, is determined by the input signals x+1 and depends on the past
states of the system x:.

In this neural network, a delay element is included in the feedback circuit,
which implements the backward shift operation z” (x+1) = x, and provides the neuron
with the necessary dynamic properties over time. This can be seen in the inner
circuit of the neural network. Thereby, the neural network allows to calculate the
data network utilization parameter dynamically, at times ¢, ¢ +1, and so on.

A dynamic neuron is described by the recurrent equation

Xep1 = @(Z wij * X + Q)

where t=0.1..;j=12..n;i=1,2..n.

We will update the parameters of the neural network with learning algorithm
until the error does not satisfy the result. If the error is satisfactory, then we will
assume that we have found a solution to the system, that is, we have determined the
network bandwidth utilization.

As a training algorithm, consider the classic gradient descent, which is an
optimization algorithm used to minimize errors in a machine learning model.

Despite the fact that the gradient method of training a neural network and its
modified version in the form of backpropagation are the most common algorithms
in machine learning, the task of optimizing neural networks remains a rather
difficult problem today.

The gradient descent method has a number of problems for training deep
neural networks [6—8]:

e the gradient method gets stuck in a fairly deep local minimum (Fig. 10).
There are solutions to sometimes work around such problems, such as momentum,
which can carry optimizers through large lifts, or batch normalization, which
smooths out the error space. But the root cause of many branching problems in
neural networks is still a local minimum;
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Loss function

Local minima

Global minima

Fig. 10. Using the gradient descent method in the problem of searching for a global
extremum

e high time spent on training. Gradient descent, due to its low convergence
rate, is typically a time-consuming method, even with adaptation options for large
data sets such as batch gradient descent.

e the gradient method is highly sensitive to optimizer initialization. For
example, performance may be significantly better if the optimizer is initialized near
the second local minimum rather than the first, but this is all arbitrary.

o the pace of learning determines the degree of confidence and riskiness of
the optimizer. Setting the learning rate too high may result in missing the global
minimum, while setting the learning rate too low will increase execution time. To
solve this problem, the learning rate is reduced gradually, but choosing the rate of
decrease, taking into account many other variables that determine it, is quite
difficult.

e gradient descent requires gradients. This means that it is vulnerable to
inherent problems like damping or exploding gradients, in addition to its inability
to handle non-differentiable functions.

Based on the analysis of gradient descent problems, it is proposed to use a
complex optimizer to train a neural network.

An optimizer is an algorithm for achieving the best, most accurate results
while increasing the learning rate. In other words, it is an algorithm used to change
parameters such as weights of neural network and learning rates slightly so that the
model is adequate and can produce accurate results quickly. To do this, the
optimizer algorithm adjusts the neural network connection weights [9,10].

We proposed to use the popular optimization algorithm in the field of deep
learning — optimizer ADAM. The name is derived from Adaptive Moment
Estimation.

The algorithm has the following advantages compared to other optimizers:

o the algorithm works effectively with online and streaming data, works well
with non-stationary data, for example, it allows to optimize noise [11,12];

e the algorithm allows to very accurately approximate a set of points with a
linear (Fig. 11) or nonlinear function (Fig. 12);

e the algorithm has a simple implementation and computational efficiency,
provides good accuracy compared to other optimizers, and is not demanding on
computer resources [13,14];
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e an important advantage of ADAM is that updating the w, parameter is
completely invariant to gradient scaling, the algorithm converges even if the
objective function changes over the time or the objective function is nonlinear and
contains several local extrema, which is relevant for the data transmission over a
network (Fig. 13).

. , . »
0 2 4 b ] 10
Fig. 11. Linear approximation function Fig. 12. Nonlinear approximation function
Il.
W
71\
aay ..'l.
o Y
/ ~.
/ ~mip \
{ /
\rio
L ' xd ol x

Fig. 13. Function with several local extrema

Let’s consider the ADAM algorithm for optimizing network traffic.

The optimizer is called Adaptive Moment Estimation because it uses
estimation of the first moment of the gradient, m, (the mean), and estimation of the
second moment of the gradient, m, (the uncentered variance) to adapt the learning
rate for each weight of the neural network.

The algorithm calculates the exponential moving average of the gradient p;
and the squared gradient g;, and the parameters m; and m> control the decay rate of
these moving averages.

The initial value of the moving averages p;,  and values of m; and m; close to
1 (which are recommended for this algorithm, since the algorithm is stable to the
initial values of the learning rate and damping coefficient), you can see this on
command initialize.

This leads to a shift in the moment estimates p;J;, towards zero. This
displacement is overcome by correcting the 1st and 2nd order moments. Next, the
weight parameter w, is updated.

The algorithmic model can be presented in the following form.
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Initialize t=0, m1=0.9, m>=0.999, e=10-8, ¢=0.001
Step 1: while w; do not converges
do/{
t=t+1

2 af (x,
Step 2: Calculate gradient g, = A exw)

dw

Step 3: Calculate p,=m, - p,_, + (1 —m,) - g,

Step 4: Calculate g,=m, - q,_, + (1 —m,) - g?

Step 5: Calculate p, = p, /(1 —m})

Step 6: Calculate ¢, = q,/(1 —m})

Step 7: Update the parameter w, = w,_; — «a - ;‘:}/(‘/E+e)

o

Step 8: return w,

where f{w) — nonlinear stochastic objective function with parameter w containing
local extremes; g(z) — gradient at time t along w, allows to get the direction to
move towards local extrema; ¢t — timestep, t=1, 2..; m; — the first moment vector
(mean), the proposed value for ADAM is m;=0.9; m, — the second moment vector
(uncertained variance), the proposed value for ADAM is m,=0.999; p; — bias of
the first order moment; ¢, — bias of the second order moment; p; — bias correction
of the first order moment; q; — bias correction of the second order moment; o —
initial learning rate, the proposed value for ADAM is 0=0.001; ¢ — parameter
preventing division by zero, does not affect learning, the proposed value for ADAM
ise=10%

The implementation of this algorithm allows adaptive adjustment of the
optimal learning speed of each model parameter, which leads to highly accurate
results, but storing the model parameters consumes memory twice as much as the
model itself, which is an obstacle when training large models. In practice, to support
such an algorithm with high memory consumption, it is necessary to use unloading
to the CPU, which increases the delay and slows down the learning process.

RESULTS OF COMPUTATIONAL EXPERIMENTS

This section presents a description of the experimental learning and obtained
results. A practical implementation of PINN learning with the ADAM algorithm
using Python you can see on the Figs. 14-16.

Fig. 14 shows an example of a fragment of a network signal.

Y

Fig. 14. An example of a fragment of a network signal
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The Fig. 15 shows the restored at these points the initial nonlinear function f,
in our case this is the optimized network signal. From Fig. 15 it follows that we
quite accurately approximated the set of points with a nonlinear function. This was
the purpose of learning — finding unknown parameters (p;, ;) to minimize a
given loss function.

A
f(x)

Fig. 15. The restored at points the initial nonlinear function f
Fig. 16 shows the network signal function directly without noise.
] A
f&x)

Fig. 16. The network signal function directly without noise

Let’s consider the practical example. For example, we tried to send packages
to Tfl.gov.uk from our network in Kharkiv, Ukraine. Let’s complete the following
steps:

e trace using the command tracert in Windows Operation system to
determine the number of nodes;

e execute a command ping to send packets without using PINN;

e calculate network bandwidth utilization for data transfer without using
PINN;

e execute a command ping to send packets using PINN;

e calculate network bandwidth utilization for data transfer using PINN.

Calculate the result of sending 4 packet of 4096 B to Tfl.gov.uk without using
PINN.

4 x 4096 B 0,016384 MB
X 100% = ———————x100% =

Ul =
(27 + 193 + 61 + 49) ms 0,327 s

MB
= 0,0ST X 100% = 5,0%

And testing data transmission using the PINN trained with the ADAM
algorithm we obtained the following results:
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4 X 4096 B Lo0y, < 2016384 MB
= X =X =
(17 + 12 + 15 + 35) ms ° 0,079 s 0

U2

MB
= 0,207T X 100% = 20,7%

So, using the PINN trained with the ADAM algorithm to trasnsmit data the
efficiency has increased. Thanks to this method, it is possible to obtain a low noise
signal in practice, due to which network traffic is optimized.

DISCUSSION

Based on the research results presented in this article, the following main
conclusions can be drawn.

Network traffic optimization can be improved at the protocol level and at the
application level.

At the protocol level you can increase the number of transmitted packets. The
more packets are transmitted, the greater efficiency of data transmission will be,
but taking into account the channel capacity and packet loss in the network.

At the application level you can use Physics-Informed Neural Network for
optimization of network bandwidth utilization. While high network utilization
indicates the network is busy, low network utilization indicates the network is idle.
Using the PINN trained with the ADAM algorithm to trasnsmit data the efficiency
is 15.7 %.

CONCLUSION

At the application level it is proposed to use also another neural network
architecture — Learning Vector Quantization (LVQ) with Encoder-Decoder
architecture, which is suitable for optimizing of network noises, texts and images
over the network.
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HEMPOHHA MEPEXA 3 ®IBUYHOIO IH®OPMAIIEIO LIS
OBPOBJIEHHSA CUTHAJIIB TA 3B’SI3KY MEPEKEBOI'O TPA®IKY/
0O.B. 3onoryxin, M.C. Kynpsernesa, €.B. boxsucekuii, B.O. ®inaros,
A.B. Anrinikaropos, /1.B. Kaninin

Anoraunisi. [Ipobirema oOpoOICHHS CHUTHANIB Ta ONTHUMI3aLil MepeskeBoro Tpadiky
BUPIIIYETHCS HA allapaTHOMY PIBHI 1 € [[IKaBOO, CY4acHOIO Ta aKTyaJbHOIO 3 TOUKU
30py NpHKIaIHOTO piBHs. HeoOXiMHO 3anponoOHyBaTH MiAXIJ, SIKHI TOETHYE METOAN
MAIIMHHOTO HAaBYaHHSI i3 3aBIaHHSIMH MIPOITYCKHOT 3AaTHOCTI Mepexi Ta TpadikoM mo
Mmepexi. Jls BupimeHHs wiel 3axa4i 3alpoNOHOBAaHO BUKOPHCTOBYBATH KOHIICIILIIIO
iHpopmoBaHoro MammHHOTO HaB4aHH:A (IML), a came TakcoHomiro IML, mpuHIHATH
MoOyJOBM CHCTEM TIMOOKOTO MAaIIMHHOTO HaBYaHHS Ha OCHOBI iH(popMmamii mpo
(hi3uUHI BIACTHBOCTI AOCHTIIKYBaHOI Mepeski nepenaBaHHs qaHux. [Imatdopmoro s
po3po0IIeHHST € Mopesli TIMOOKOTO MAIIMHHOTO HAaBYaHHA 3 BUKOPUCTAHHIM
HEWpOHHUX Mepex 3 ¢isuynoo iHpopmanicto (PINN). Heliponna wmepexa
HPEJICTaBIISE KJIAC AITOPUTMIB IIMOOKOT0 HaBUaHHS, SIKI MOXKYTh IHTEIpyBaTH JaHi 3
omucoM (ismuHMx mTporeciB abo 6e3 HuX. SK aXropuTM 3aMPOIOHOBAHO
BHKOPUCTOBYBATH IOIYJSIPHUI alrOpUTM y rajiy3i riubokoro HaBuanHs — ADAM
s ontuMizamii  MepexeBoro Tpadiky. Buxopuctanns PINN, HaBueHoro 3a
anmroputMoM ADAM, 11 nepenaBaHHs JaHUX MiABHIIHIO ¢(EeKTUBHICTE. 3aBISKH
TaKOMy METOJy Ha IPAKTHI[ BIAETHCS OTPUMATH MAJIONIyMHHH CHUTHAJ, BHACIIIOK
YOT0 ONTHMI3YETHCSI MepexeBUil Tpadik.

KuarouoBi ciioBa: omiHka aJanTHBHOIO MOMEHTY, INTYYHHH IHTENEKT, INTY4YHA
HEHpOHHA Meperka, Bidyaizallis JaHuX, THHAMIYHUI HEUPOH, TPaiEHTHE 3HIKCHHS,
iH(popMOBaHe MaIIHHE HABYAaHHS, aJITOPUTM HAaBYaHHS, BUKOPUCTAHHS IIPOITYCKHOT
3JaTHOCTI Mepexi, ONTHUMi3allis MepexeBoro Tpadiky, HeHpo-HediTKa Jorika,
Python.
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